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Foreword

The sexual exploitation of children is, sadly, not a new phenomenon. It has existed for many
centuries, has victimized children of any age from all countries, and has been committed by
offenders of all backgrounds from around the world. What has changed however, are the ways
in which these offences occur and the mechanisms that facilitate these types of abuse.

In the last fifteen years there has been a significant increase in the use of technologies
internationally. Across much of the globe, it is hard to find a person without at least one
mechanism that allows them to access the Internet at the mere touch of a button. However, as
history will teach us, with every new invention there will be misuse - this has never been more
evident than with online technologies and the Internet.

Technological advancements have changed the ways through which children are sexually
exploited i online child sexual exploitation continues to grow exponentially with hotlines

around the world reporting a consistent and continual increase in number of cases every year.
Efforts intern ationally are responding to these increases. We are seeing police agencies utilizing
technology to help them further investigations and more and more industry partners are
exploring how they can be part of the solution. Additionally, non -government agencies continue
to seek out new opportunities to enhance their support to victims in their communities through
supporting criminal justice and social service system development, survivor care, and
community -based support mechanisms. Never before has it been moe important to work
together to protect children. But in order to do just that, it is imperative that we know more
about these crimes against children. We mustknow how they are occurring, who is committing
them, and who is being victimized in order to mor e fully protect this vulnerable population.

Sexual exploitation, on- and off-line, has always been and continues to be a difficult area to

measurei thoseofus i n this area of study are repeatedly &
sexual exploitation now than before, how many chil dren are exploited
These questions are almost impossible to answer, particularly when using only one sairce of

datai data that has been obtained through formal channels of reporting. This comes with a

significant limitation: sexual exploitation of children, on - and off-line is often underreported.

There are several reasons why children do not report abuse For example, some do not know

that what they are experiencing is abuse; some are being abused bthose who should protect

them etc. among many other reasons. There is no one statistic that can tell us the prevalence nor

the modus operandi of these crimes. Further complicating this is the reality that there are often

jurisdictional differences i we define these types of abuse differently, generally contextualized

by where we live in the world and our legislative framework. What does stay consistent and

keeps up aligned is our common commitment and adherence to the United Nations (UN)

ConventionontheRi ghts of the Child which seeks to uphold
various forms of harm, including sexual exploitation, regardless of where they live. These

standards are the threads that link us together in our obligation to protect children.

We then find ourselves in a situation where we must gather different types of data to try to piece
together the reality of these crimes in order to advance aur understanding and to inform our
response strategies. It is symbolic of a jigsaw puzzlei many of us hold different and important
parts of the answer but we must work together to develop a more holistic picture of these crimes
T we must fit all of the pieces together. Similar to the frustration some of us might have
experienced as a child when a #ling stole the last piece of our puzzle, when we experience
barriers to sharing information we may feel frustrated as our puzzle is not complete i our
understanding of the online sexual exploitation of children is not complete unless we all work
together and share what we know when possible.
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This is what this report represents T a starting point to trying to answer important and complex
guestions concerning the online sexual exploitation of children T a start to putting together that
complex puzzle by tinking about how we can use the data we have to help to protect children.
This initial picture then gives all stakeholders some suggestions for improving how we identify,
track and respond to these emerging crimes, which then will allow us to continue to piece the
puzzle together. This is similar to the approach of the Virtual Global Taskforce - an international
alliance of police, Industry and non -government agencies working together to better protect
children from online child sexual exploitation and oth er forms of transnational child sexual
exploitation. The VGT recognizes the importance of all of our work in bettering the world for
children. The contributio ns that International Justice Mission make in this area are noteworthy
and encourage us all to catinue to seek out ways in which we can continue to work togetheri
to make this puzzle more complete. Children globally deserve nothing less.

Dr. Roberta Sinclair

Virtual Global Taskforce Secretariat Member
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Definitions and Key Terms

The purpose of this section is to provide definitions and explanations of key terms associated
with OSEC to provide a common understanding of terminology as well as the individuals,
platforms, and groups involved in the crime.

The production, for the purpose of online publication or transmission, of visual depictions (e.qg.,
photos, videos, live streaming) of the sexual abuse or exploitation of a minor for a third party
who is not in the physical presence of the victim, in exchange for compensation.

Clarifyingnote: | nt er nati onal Justi ce aspecHicsubsetas pr ogr ar
online exploitation of children aslaid out above. This definition is a functional definition

for IIM and its partners to guide efforts to address this specific issuein accordance with

local Philippine law . The global community uses a number of terms related to this crime,
including both broader,umbrella t er ms under which |1 JM&s defi ni
as trafficking, child sexual abuse, orinternet crimes against children), and more specific

terms that may apply in OSEC cases (such as livestreamingchild sexual abuse to order,

etc.). Further info rmation on OSEC andwhy this research study focusesspecifically on

this issue as defined above is provided in theintroduction and literature review sections.

Where possible, 1JM aligns its terminology with the Luxembourg Guideline; readers are

encouragedto reference theseGuidelines for a more in-depth exploration of terms and

associated issuest

A person below eighteen (18) years of age but also any person over eighteen (18) years of age
who is unable to fully protect himself/herself from abuse, neglect, cruelty, exploitation or
discrimination, or who is unable to care for himself/herself because of a physical or mental
disability or condition. 2

Any representation, whether visual, audio, or written ¢ ombination thereof, by electronic,
mechanical, digital, optical, magnetic or any other means, of a child engaged or involved in real
or simulated explicit sexual activities.® Note: This term is sensitive, and use should be limited
to legal contexts, asnecessary such as referring to statutes against child pornography. IJM more
commonly uses the term CSEM as defined below.

Any visual or audio (and/or any combination thereof) representation of minors under the age of

18 engaged in sexual activity or of minors engaging in lewd or erotic behavior recorded,

produced and/ or published t o ar dhildsexutl hbeise matezialer 6 s s e
(CSAM), which depicts the contact sexual abuse of a child, is a subsedf CSEM. This report will

use CSEM as a broad, umbrella term.

'ECPAT Luxembourg/ ECPAT International ( 2 @idn®f)ChildrénTrent Sexua Bxplaitgtign Gui del i ne
and Sexual Abuseo. Retrieved from http://cf.cdn.unwto.org/sites/all]/
2 This definition is consistent with Philippine law, See e.g., http://www.lawphil.net/statutes/repacts/ra2009/ra_9775_2009.html

3 See Anti Child Pornography Law (RA 9775). Consistent with the Luxembourg Guidelines for appropriate terminology, IJM refers to

Child Pornography as Child Sexual Exploitation Material (CSEM) except when referring to legal statutes and definitions that use the

term Child Pornography.
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Reports received by the National Center for Missing & Exploited Children (NCMEC) from the
public and ESPsrelated to child sexualexploitation. NCMEC makes CyberTipline reports
available to law enforcement agencies around the world as appropriate, based on apparent
jurisdiction related to the reported incident.

The part of the World Wide Web that is only accessible by means of special software, allowing
users and website operators to remain anonymous or untraceable.

Electronic service providers (ESPs) provide communication services via the internet or other
electronic platforms.

A term primarily used by law enforcement to denote internet -facilitated crimes against children.
Many law enforcement agencies have ICAC investigators or task forces assigned to investigate and
respond to online crimes such as OEC, sextortion, possession ordistribution of CSEM, etc.

Child sexual abuse that is transmittedtoaviewe r / s i n r eal ti méovdrthe ough #fs
internet. Abuse video is transmitted instantaneously to the viewer, who can watch, engage, and

even direct abuse while it is occurring. This can take both commercial and non-commercial

forms.5

Agenciesand platforms that provide international money transfer and payment servicesbetween
individuals and/or institutions . OSEC traffickers in the Philippines typically receive payment
from OSEC customers via money transfer agencies.

Any person who provides financial compensation to an OSEC trafficker or child for any form of
CSEM or for any in-person sexual exploitation of a minor. Customers in OSEC cases typically
actively participate in the sexualabuse of the minor/s throug h requesting or dictating abuse to
order in advance and/or directing abuse as it occurs via livestream (see livestreaming definition
above). OSEC customers also produce CSEM when they record sexual abuse remotely and when
they entice, solicit, or coerce minors to create CSEM.Although they are offenders, they are
referred to i n t hiteeasilgdstnguish them framctraffickers ene highlight
the commercial nature of their crime.

4 Streaming is a technology that consists of playing data before the entire file has been transmitted, sending the information directly
to the computer or device of the recipient (via a webcam, audio interface, etc.) without any need to save the file onto a hard disk
(although streaming material can also be recorded and saved to a file). Unless the content is deliberately recorded, it is available
only on one occasion and leaves no trace on the device once it has been viewed. In relation to online child sexual exploitation
cases, most of the incidents that relate to live streaming involve real-time production and transmission of the audio/video data

through the webcam at the vines)ti mbs end. (Luxembourg Guidel:

SECPAT Luxembourg/ ECPAT International (2016) . ATerminology Guideline
and Sexual Abuseo. Retrieved from http://cf.cdn.unwto.org/sites/all]/
5Note: boththesale( f aci | i tation by the domestic fAtraffickero) and the purcha

criminal acts that violate the human trafficking laws in the Philippines and the UN Protocol to Prevent, Suppress and Punish
Trafficking in Persons (Palermo Protocol). For the sake of clarity and readability in this report, the terms OSEC Customer and
OSEC Trafficker are used to differentiate between the roles of the criminals involved in this trafficking offense.
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Any person who sexually abuses or explots a child through the means of the internet through

offering CSEM and/or a minor or adult” for the purpose of hands-on sexual exploitation in

exchange for compensation According to Philippine Law (RA10364), this facilitation is a
trafficking offense , thusthisre port use ©OStEICetrafmi@ker 6 or Atraffi

Material intended to stimulate erotic feelings via explicit printed description or visual display of
sexual organs or activity.

Blackmail in which sexual information or images are used to extort sexual favors and/or money
from the victim.

According to the Palermo Protocol, firafficking in persons shall mean the recruitment,
transportation, transfer, harboring or receipt of persons, by means of the threat or use of force
or other forms of coercion, of abduction, of fraud, of deception, of the abuse of power or of a
position of vulnerability or of th e giving or receiving of payments or benefits to achieve the
consent of a person having cantrol over another person, for the purpose of exploitation.
Exploitation shall include, at a minimum, the exploitation of the prostitution of others or other
forms of sexual exploitation, forced labor or services, slavery or practices similar to slavery,
servitude or the removal of organs. The consent of a victim of trafficking in persons to the
intended exploitation set forth [above] shall be irrelevant where any of the means set forth
[above] have been used The recruitment, transportation, transfer, harb oring or receipt of a
child for the purpose of exploitation shall be considered trafficking in persons even if this does
not involve any of the means set forth [above]. 068

" The majority of victims identified in online sexual exploitation cases addressed by Philippine law enforcement have been minors,
as explored further in this report. However, there have been some instances identified where adult victims have been identified
along with minors, including victims who were majors at the time of rescue whose exploitation began when they were minors, and
adults exploited in trafficking as defined by Philippine law. In the Philippines, these crimes are primarily charged as a trafficking
offense and thus, this report did not differentiate OSEC traffickers by the age of victims.
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Study Partners and Research Team

International Justice Mission (1JM ) in partners hip with the
U.S. Department of State Office to Monitor and Combat
Trafficking in Persons (TIP Office ) and the Philippine Inter -
Agency Council Against Trafficking ( IACAT ).

Department of Justice (DOJ), Philippines

Philippine National Police Women and Children Protection

Center (PNP WCPC), Philippines

1 National Bureau of Investigation - Anti-Human Trafficking
Division (NBI -AHTRAD), Philippines

1 National Center for Missing and Exploited Children ,

(NCMEC)

=A =

1 National Crime Agency (NCA), United Kingdom
1 The National Child Exploitation Crime Centre (NCECC), of
the Sensitive and Specialized Investigative Services $SIS)
Branch, Royal Canadian Mounted Police RCMP), Canada
1 Federal Bureau of Investigation (FBI), United States
1 Nordic Liaison Office for Police and Customs Cooperation
(NLO), representing Norway, Sweden, Denmark, Finland m
and Iceland NATIONAL CENTER FOR
MISSING &
Sxiomten
1 INTERPOL
1 Global Partnership to End Violence Against Children* ——
1 Virtual Global Taskforce** | _ (" Against Children
1 International Cent re for Missing & Exploited Children _
(ICMEC) =
INTERPOL s, Inter
*The Global Partnership to End Violence Against Children funds a portion 1 s
of I'JMés coll aborative casework with the Government of the Philip

combat OSEC in Metro Cebu.

** The Virtual Global Taskforce (VGT) is an international allian ce of law enforcement agencies and private sectorpartners
working together to combat online child sexual exploitation anywhere, anytime. The VGT aims to help rescue children around
the world from online sexual exploitation and identify and hold to account child sex offenders in the online environment at a
global level. A full list of members can be found at www.virtualglobaltaskforce.com .

Il JM6s research t eam ciocluded Rabhael Jacgkspn as eseardhiead, Bsidnoad y
Gehring as program lead and study manager, Dr. Ashley Russell as study coordinator, Dr. Kyle Vincent as
contracted statistician, Nathan Sanger and Brandon Kaopuiki as law enforcement advisors, and data
collectors: Kevin Bai, Astewaye Yigzaw, Eric Heintz,Chris Conrad, and Valerie Gleisberg.

Photos taken with consent. Many children pictured are actors and not victims of exploitation.
Identities of victims have been obscured in order to maintain confidential ity.

This report was funded in part by a gift of the United States Government. The opinions, findings and
conclusions stated herein are those of the author[s] and do not necessarily reflect those of the United
States Department of State.

Copyright © 2020
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Executive Summary

Online Sexual Exploitation of Children (OSEC) is a complex hidden crime that is particularly
challenging for the global community to measure and address. The lack of global OSEC data, the
inconsistency in data collection, sharing and analysis across agenas, and the complexity of
internet -facilitated crimes has made it almost impossible to accurately study and understand
this crime. Yet, accurate information about its nature and scale is critical for informing and
measuring the impact of stakeholder interventions to protect vulnerable children from ongoing
exploitation and more effectively prevent this crime. To both set a baseline of the existing global
data and catalyze future research efforts, International Justice Mission (IJM ) brought together
leading agencies from across multiple disciplines as well as research experts to collaboratively
take on this challenge: examine existing data sources and research methodologies in order to
provide meaningful information about this crime  that would be valuable fo r understanding its
scale as well as informing interventions to combat it.

This report presents the results of a 2019 study into the nature and scale of OSEC in the
Philippines. This study was led by 1IM, in partnership with the Philippine Government and a
variety of stakeholders, under the U.S.-Philippine Child Protection Compact (CPC) Partnership
between the U.S. Department of State Office to Monitor and Combat Trafficking in Persons and
the Government of the Philippines. IIM i s grateful for the extraordinary participation of the 15
partners representing governments, law enforcement, researchers, and nonrgovernmental
organizations, who generously shared their data and case histories, consulted on study
methodology, and shared their expertise in the imple mentation and review of this study. This
collaboration sets a strong foundation for future efforts to more effectively study and combat
this global and local crime.

For the purposes of this study, OSEC is defined as the productia, for the purpose of online
publication or transmission, of visual depictions (e.g., photos, videos, live streaming) of the
sexual abuse or exploitation of a minor for a third party who is not in the physical presence of
the victim, in exchange for compensation.
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SCOPE AND METHODS

This study examines data from across three major sourcesi CyberTipline reports submitted by
electronic service providers (ESPs) to the National Center for Missing & Exploited Children
(NCMEC), a survey of OSECcasesinvestigated by some of the law enforcament agencies
engaged in the Virtual Global Taskforce (VGT), andthe case files of OSEC cases originating in
the Philippines that have been referred to or investigated by Philippine law enforcement
agencies Together, these data lluminate both the nature and scale of online sexual exploitation
of children and provide a clearer understanding of the criminals and victims involved , as well as
how and where crimes may be occurring.

Study partners assessed numerous methodological optons before agreeing upon he approaches
taken in this study. As a result, the partners selected three major research objectives to include
within this study. Each objective was achieved through a separate study methodology.

1. Estimate the baseline prevalen ce of internet  -based child sexual exploitation
(CSE) and OSEC in the Philippines
Employ a mark-recapture methodology with data from NCMEC CyberTipline reports to estimate
the number and percent of Philippine IP addresses usedfor CSEgenerally and OSEC
specifically.

2. Assess the nature of OSEC in the Philippines during the baseline time period
Conduct an in-depth casefile review of OSEC cases investigated by Philippine law enforcement
agencies, in order to gather data on the ofending process and create offeder and victim
typologies based on previous cases.

3. Examine the Philippines as a global hotspot for OSEC during the baseline
time period
Analyze data from global law enforcement agencies and from NCMEC CyberTipline reports tha
were classified asinvolvingi nci dents of HAonline enticementodo to b

the Philippines as compared to the global context.

FINDINGS

The NCMEC CyberTipline reports highlighted growth over time in the use of Philippine IP
addresses for internet -based child sexual exploitation. Four key findings were identified from
this data:

1. There was a consistent, sharp rise in the number oflP addresses linkedto the Philippines
between 2014 and 2017.

2. The estimated number/prevalence rate of IP addresses used for CSE each nmth grew
more than 12-fold between 2014 and 2017.

3. The estimated number/prevalence rate of IP addresses used for CSE each year more than
doubled between 2014 and 2017.

4. Due to inconsistencies in the quality of the data within the open-ended text fields in
CyberTipline reports, it was not possible to estimate the percent of internet based CSE that
is suspected to be OSEC.
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The in-depth casefile review provided information on how Philippine OSEC cases were initiated,
typologies of OSEC victims, customers, ard traffickers, as well as information on the offending
process. Twelve key findings were identified from this data:

1. The majority (64%) of Philippine OSEC cases were initated by referrals from
international law enforcement agencies.

2. The annual number of cases referred to and/or investigated by Philippine anti -

trafficking units increased sharply and consistently from 2014 (1 case) to 2017 (43

cases).

The characteristics of OSEC victims were distinct from those of victims of

establishment-based commercial sexual exploitation of children.

OSEC was usually a familybased crime.

Without intervention, the abuse usually lasted for years.

Customers tended to be older men.

Customers tended to be from Western countries, although many had traveled to or

lived in the Philippines at some point in time.

. There was an average of two traffickers per case.

9. Traffickers tended to be younger Filipina women, often family members of the
victims.

10. Most criminals who got caught communicated in English.

11. The crime occurred on the surface of the internet.

12. There appears to be a financial motivation to the crime for most facilitators of OSEC.

w

No ok

Data on global law enforcement OSEC cases that had ben referred from one country to another
and NCMEC data on CyberTipline reports that were classii ed as i nvol ving
enticemento were examined to understand the
findings were identified from th is data:

1. According to global law enforcement data, the Philippines wasthe largest known source
of OSEC cases.

2. The Asia/Pacificregionwast he t hird | argest source of
reports.

Overall, the data from all three parts of this study suggest that OSEC is a serious and growing
problem in the Philippines, perpetrated by a unique type of offender and affecting very young
children. Due to the lack of quality data that exists on OSEC and complexity of the ciime, this
experimental study should be used as a catalyst for the global stakeholder community to
continue prioritizing a nd improving data collection and analysis so we can collectively
understand and effectively address this crime, as well as the impact d our interventions .
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CONSIDERATIONS AND RECOMMENDATIONS

Overal,thi s studyod6s f i n dolioygmakers; @actitidners, and athdrs desking to
combat OSEC by informing interventions targeting this crime. A better understanding of the
nature and scopeof the crime helps improve law enforcement responses and social services for
survivors. Below are some initial recommendations based on the study data and the experience
of the study partners, with many recommendations stemming from this research aligning with
the WePROTECT Model National Response.

1. The Philippine Government should continue scaling up the staffin g and budget for its
anti-trafficking law enforcement units, until they reach authorized levels at a minimum.

2. International and Philippine law enforcement agencies should maintain and build on the
improved relationships and communication practices that exi st between them to better
hold perpetrators accountable and decrease criminal impunity globally.

3. International and Philippine law enforcement agencies should ensure OSEC cases are
routed to one of the Philippine anti -trafficking units (PNP WCPC and NBI -AHTRAD).

4. Government and non-government service providers should ensure a collaborative,
trauma-informed, appropriate, and holistic system of care exists to address the unique
needs of OSEC survivors on an individual, family, and community level.

5. Child protective measures and trauma-informed care should be implemented
throughout the prosecution process of OSEC cases to protect victims from re
traumatization.

6. Technology platforms should identify and implement means for proactive detection of
livestreaming OSEC.

7. Entiti es from across sectors should collaborate to strengthen processes to identify and
report potential OSEC activity .

8. Reporting of suspected CSEM on ESP platforms should be expanded and strengthened
through mandatory reporting legislation in all States a nd the provision of higher quality
information in reports.

9. OSECrelated data owners, academics, technology designers, and OSEC experts should
collaborate to conduct more research, increase our global knowledge about OSEC, as
well as build the global stakeholderc o mmuni t yés capacity to measur
crime and impact of key interventions.

10. All stakeholders should contribute toward an increase in international and cross -sector
collaboration to protect children from online exploitation.
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A DANGEROUS SIDE TO THE INTERNET

Access to the internet has brought increased opportunities to children across theglobe. The
internet provides access to information and ideas, learning, the global marketplace, and
connections to friends and family who live far away. But, in addition to its benefits, this
connection is also being used by criminals to exploit vulnerable children around the world. Child
sex offenders who would prey on victims through in-person, contact abuse can now abuse
children anywhere using the world wide web, and technology has created a marketplace where
this abuse can now be bought and sold online

As high-speed internet connectivity has spread across much of the globe, offenders adopted its
use as an additional method through which to exploit children. This newer, technological form
of exploitation provides offenders convenient access to minors from home, work, or anywhere
their mobile devices can access the internet, and it has largely shielded them from law
enforcement detection and interventi on. Vulnerable children in developing countries i
especially those with widespread internet access but irsufficiently resourced justice systemsi
have been targeted by online offenders in similar ways as they were previously targeted by
traveling offenders.

In recent years, there has been growing awareness of internet crimes against children, with child
protection agencies, law enforcement, and others acknowledging a growing set of issues and
working to address them.

Online crimes against children occur in many forms i sharing of abuse images, manipulating
children online for abuse, sextortion, and trafficking all represent types of online crimes.
However, reliable data on these crimes is lacking. Where data related tol CAC does exist, it is
often in an overwhelming volume to the point where it is not able to be analyzed usefully, and
much of it lacks sufficient detail to discern exactly what type of offending has occurred. Often, a
full investigation is the only way o f determining whether, for example, an offender identified as
distributing child sexual exploitation material (CSEM) was sharing images found elsewhere
online or creating them by abusing a child in their care. Given the sheer scale of reports of
potential child sexual abuse material found on the platforms of electronic service providers
(ESPs), full investigation of each report is impossible.

The immediate and repeated consequence of this data ambiguity is a reduced ability of ESPs,
law enforcement, and others to respond effectively to specifc instances of abuse. The longer
term impact is that this lack of clarity inhibits stakeholders from understanding changes in
specific online crime types over time and tailoring responses to fit. Nonetheless, accurate
information about the nature and scal e of these crimes is critical for informing interventions by
law enforcement, NGOs, industry, and others to protect vulnerable children from ongoing
exploitation and more effectively prevent abuse over time.
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EXAMINING OSEC

This study aims to look into the issue of OSEC, a subset of internet crimes against children. For
the purposes of this study, OSEC is defined as the production, for the purpose of

online publication or transmission, of visual depictions (e.g., phot 0s, videos, live
streaming) of the se  xual abuse or exploitation of a minor for a third party who is

not in the physical presence of the victim, in exchange for compensation.

This study addressesOSEC so that law enforcement, ESPs, NGOs, and other practioners
globally may have greater ability to understand and address it more fully. It is of great value for
stakeholders to understand and combat all forms of internet crimes against children, and there

is a growing body of work in this area. A more in-depth overview of issues associated withOSEC,
related crimes, and the existing research can be found within the literature review in the next
section of this report. However, while much of the existing research and interventions targeting
the prevention of online crime focus on the sharing of abusive images more generally, this study
aims to examine a major source of new abuse material where child victims are exploited in
situations of often ongoing and violent abuse, with traffickers feeding the demand for new
material from customers around the world.

Over the past decade, lawenforcement agencies have identifieda global increase in known cases
of exploitation with a commercial element.® In OSEC cases, typically, an offender, referred to in
this report as an OSEC customer, sends payment via anoney transfer agency (MTA) to the
OSEC trafficker, who has access to children and abuses or exploits them to produce child sexual
exploitation mater ial (CSEM). This material is often transmitted via live-streaming video
communications platforms . These ads constitute trafficking in persons, as defined by the
Palermo Protocol.1° The economic payment for the CSEM or exploitative display is what makes
this crime unigue and distinct from other common, but non-commercial, forms of internet
crimes against children.

Livestreaming and creating CSEM on-demand allow the remote OSECcustomer to take an

active role in creating the visual display of child sexual abuse and exploitation by directing the
actions of the trafficker and exploited children. Major ESPs with li vestreaming functionality
typically do not monitor such data streams for possible CSEM. Because the livestream does not,
by nature, result in a stored image or video file T the most commonly detected indicators of

ICAC offensesi detection methods in common use do not typically recognize livestreaming
OSEC This results in the majority of instances remaining unreported. The evidence that does
exist is often spread across different platforms including social media apps, MTAs, and
computers/mobile devices, making it difficult for ESPs, law enforcement, and others to identify
when this crime occurs.

By focusing this research effort on OSEC specifically,stakeholders cantarget the most effective
interventions to combat this particular form of abuse as well as prioritize action in source
countries and on platforms through which the crime is transmitted . For instance, while a
campaign that educates students in schools about the dangers of selproducing images and
sexting may be very effective in an area wherehese issues are common, that same campaign
will have little to no effe ct at protecting children in a community where OSEC is prevalent and

 Based on conversations with stakeholders working in the field.

10 Protocol to Prevent, Suppress and Punish Trafficking in Persons. Especially Women and Children, Supplementing the United
Nations Convention Against Transnational Organized Crime, U.N. Doc. A/53/383 (2000) [hereinafter Palermo Protocol], available at
https://www.ohchr.org/en/professionalinterest/pages/protocoltraffickinginpersons.aspx
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minors are trafficked by an adult rather than generating abuse materials themselves or engaging
with abusers directly online.

Thus, to understand OSEC better, this study closely examines the available information from
acrosspartners in the law enforcement and child protection space,!tilluminating a crime that
occurs in the shadows and providing stakeholders with val uable information on where and how
this crime occurs, with a particular focus oninvestigations of OSECoriginating from the
Philippines for the reasons laid out below.

GLOBAL COLLABORATION AND PHILIPPINE FOCUS

Data on OSEC crimes is limited and is spreadacross disparate sources, making it difficult for the
global community to effectively measure the full scale of the crime.Thus, International Justice
Mission (IJM) brought together leading agenciesworking in this area from across disciplines as
well asresearch experts to collaboratively take on this challenge examining existing data
sources and research methodologies available to determine howto provide meaningful
information about this crime that would be valuable for understanding its scale as well as
informing interventions to combat it. These agencies weoked together to identify and examine
data that exists from across sources andcollaboratively developed an innovative approach to
studying this issue. The study team includes partners from law enforcement agenciesacross the
globe, researchers,child prot ection NGOs, and government agencies Together, these partners
assessedseveralapproachesand identified several methodologies that would be able to provide
valuable data to the community of stakeholders working on this issue.

The study examines data from across disparate source§ an analysis of CyberTipline reports
submitted by ESPs to the National Center for Missing & Exploited Children (NCMEC), a survey
of cases referred fromsome of the law enforcement agencies engaged in the Virtual Global
Taskforce (VGT), and a deep dive case file review into cases of OSEC originating in the

Philippin es that have been investigated by Philippine law enforcement agencies. Together, these
data illuminate bot h the nature and scale of online sexual exploitation of children and provide a
clearer understanding of the criminals and victims involved and how and where crimes may be
occurring.

This study looks at global data where possible, but narrows into the Philippines specifically
becauselJM works with the Government of the Philippines to support efforts to combat OSEC ,
and this study bgammaingefortstthere.fLivdsiadraisg OSEC is not unique
to the Philippines, but it is believed to be more prevalent in the Philippines than in other
countries. This is likely due to the combined impact of numerous enabling factors, including but
not lim ited to: a historic commercial sex industry and underground reputation as a sex
trafficking source country and destination for traveling sex offenders; a robust money
remittance infrastructure; widespread, inexpensive internet access through broadcast-capable
mobile devices; and English language proficiency throughout all social strata at levels which are
much higher than other developing countries.

The Philippine Government has been open to cooperating with foreign governments, NGOs, and
domestic stakeholders to respond to this emerging threat to children, equipping law

enforcement, courts, and social services with increasing means to respond. Thus, the
Government has investigated and responded to hundreds of OSEC cases, rescuing children from
ongoing situations of abuse and arresting traffickers. In 2017, the Government of the Philippines

1L A full list of study partners is documented on page 10.
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entered into the U.S.-Philippines Child Protection Compact (CPC) Partnership with the U.S.
Department of State Office to Monitor and Combat Trafficking in Persons. The CPQCommitted
resources from both governments toward a plan to increase protection of children from OSEC
and labor trafficking. International Justice Mission (IJM) is an implementing agency of the CPC
and led the implementation of this resear ch study as part of the CPC. This study is
commissioned to understand the nature and scale of OSEC in the Philippines andmore broadly
to identify key learnings in the efforts to combat it both locally and globally.

IJM has supported the Government of the Philippines in responding to child sex trafficking for
almost 20 years. Over this period, the response to the exploitation of minors in establishment
and street-based trafficking significantly improved . Between 2006 and 2016, 1JM identified
reductions in the prevalence of child sex trafficking of between 79% and 86% in target cities with
the largest commercial sex markets and in 2016, the Government was ranked on Tier 1 of the
TI P Of fi ceds ainheiirst hatioh in the regiopto achieve a Tier 1 ranking i a
ranking that is still maintained as of 2019 .

From 2011 through the end @drted2he Bhlippinds ihképsndipgr o gr a m
to 171 cases of OSEC, resulting in 571 victims rescued, 229 suspects charged, and 76 convictions.

An in-depth analysis of a portion of these casesprovides stakeholders from other regions with

valuable information on ho w the crime occurs and the demographics of offenders as well as

victims to prepare others to address these issues as well.

STUDY SCOPE AND OVERVIEW OF COMPONENTS

The primary purpose of the study is to assess the nature and scale of OSEC in the Philippines.

I J Mdiasdard approach to impact evaluation for each program includes baseline and endline
measurements of the prevalence of the targeted crime to determine change over time.However,
in this instance, an effective approach to measuring prevalence of O%C in the Philippines was
not able to be identified due to the hard to reach impacted population, scarcity of data related
specifically to OSEC,and fragmented nature of data that do exist. Thus, IJM brought together
research experts and leading agencies wrking in this area from across disciplines to
collaboratively examine existing data sourcesand research methodologies Together, these
partners designed an approachthat aims to measure the scale of the crimeand provide valuable
information to stakehold ers engaged in combatting it.

The study partners determined that, given the data limitati ons present, the results of
measurements of prevalencewould be stronger if they were triangulated with other disparate
data sources to give the field a better sens of how the crime is changing over time. For example,
if a change ina prevalence measuremat was compared with case file data correspondingly
showing changes in the price of a show (an indicator of OSEC supply) or the use of advanced
anonymization techni ques (an indicator of ease of offending), the combined data would make a
stronger case for dhanges in the prevalence of the crime.

As a result of these discussions, the studypartners selectedthree major research objectivesto

include withi n this study. Each objective was achieved through a separate study methodology.
(See theMethodology section for details on each method.)
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1. Estimate the baseline prevalence of internet -based child
sexual exploitation (CSE) and OSEC in the Philippines
Employ a mark-recapture methodology with data from NCMEC
CyberTipline reports to estimate the number and percent of
Philippine IP addresses used for CSEgenerally and OSEC
specifically.

2. Assess the nature of OSEC in the Philippines during the
baseline time period
Conduct an in-depth casefile review of OSEC cases investigated by
Philippine law enforcement agencies, in order to gather data on the
offending process and create offender and victim typologies based
on previous cases.

3. Examine the Philippines as a global h otspot for OSE C
during the baseline time period
Analyze data from global law enforcement agencies and from
NCMEC CyberTipline reports that were classified as involving
incidents of Aonl i ne eantd OSEE cases t
in the Philippines as compared to the global context.

The study team chose the year2010 through 2017 as the baseline time periodfor several
reasons. First, all stakeholders recognized that 1) there have been significant changes in the
guality of OSEC-relevant data and the ways they have been collected over the past decade, and
2) there are likely to be many more changes in these data over the coming years, complicating
comparability of baseline and endline results. The team, therefore, wanted to capture multiple
years of data in an attempt to see how pastchanges in the environment, such as changes in ESP
reporting and government focus on the issue, impacted data. Second, the year 2010 was chosen
as the beginning of this time period becauseit is the main year in which OSEC ases began to be
identified within the Philippines (with only a few outliers investigated prior to 2010).  Finally,

the year 2017 was selecteds the final yearbecause at the time of methodology development, it
was the latest year for which CyberTipline data were available.

This study represents a learning process and the efforts of committed individuals across the
child protection space to better understand a hidden and complex crime. The methodologies
that are imple mented in this report are an imperfect but critical start to explaining this difficult -
to-trace crime. We have also identified suggestions for further research and stronger data
collection so that future efforts may be able to track progress in combatting this crime and more
effectively infor m efforts going forward. It is the hope of the partners involved that the
information included in this report is valuable and ultimately helpful for the protection of
children.
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DEFINING OSEC

The sexual exploitation of children online is a global issue with an everincreasing scope due to
the rise in technology and internet connectivity around the world. Online abuse can be identified
in a variety of forms; 2 therefore, it is important to define what crimes are consideredOSECand
what crimes are similar, yet not considered trafficking. Under Philippine law, OSECconduct
falls within the broad category of trafficking in persons crimes. Other forms of traffick ing in
persons include non-sexual labor trafficking, non -commercial child sexual exploitation, and
adoption for exploitative purposes. Other types of internet crimes against children i such as
CSEM possession and distributioni are not considered trafficki ng in persons offenses.

The lack of standardization acrossterms referencing sexual exploitation and sexual abuse of
children led to the establishment of the Interagency Working Group, 13 bringing together
stakeholders to compile the various terms and phrases and provide universal definitions to key
terms, known as the Luxembourg Guidelines.4 The guideline s address the various legal
definitions, non -binding instruments that use the term, c onsiderations of how the term is used,
conclusions on how best to use the term, and descriptions of terms that are similar in nature.
Key terms addressed in the gudelines were chosen based on a variety of factors such as laws
within international or regio nal treaties, terms used within context or for conduct of exploitation
or abuse of children, or terms that create misunderstanding among stakeholders.1>

In the Lux embourg Guidelines, many of the individual components of OSEC are defined under
Aonlineexhwhal dexploitationodo and Alive thaterinne chi
fionline child sexual exploitation oreferences the specific use of the internet tofacilitate

exploitation. The term flive online child sexual abuseo, while referencing both commercial and

d

non- commercialuse,thas been known for fcases where it has |

with the only apparent objective being to make money out of the sexual exploitation of the
chil dr en 50Onevypd of abubke, ivestreaming, typically involves content of coerced or
forced abuse of a child in real time through information and communication technology (ICT),
with either the trafficker mani pulating the abuse or the customer directing the abusel’ Live
streaming has beenreferred to by a variety of terms such asfi p ggr-v i e w,-demdnad ahild
sexual amads® order child sefual abuseo'®

The terms child sexual exploitation material (CSEM) and child sexual abuse material (CSAM)
can both be included under the umbrella of OSEC when the trafficker has produced the material
and there is an exchange of compensation. CSEM is a broad term that encompasses abusive
material as well as material with sexualized content, while CSAM is a narrowly defined subset of
material specific to the depiction of abuse* CSEM/CSAM is widely discussed throughout

ZECPAT International (2018). ATrends i n On htpsy/eww®bpatordwpSe x ual Abuse

content/uploads/2018/07/ECPAT-International-Report-Trends-in-Online-Child-Sexual-Abuse-Material-2018. pdf

13 The Interagency Working Group included representatives from African Committee on the Rights and Welfare of the Child, Child

Rights Connect, Council of Europe Secretariat, ECPAT, Europol, INHOPE i The International Association of Internet Hotlines,

Instituto Interamericano del nino, la nina y adolescents (OEA), International Centre for Missing and Exploited Children, International

Labour Office, International Telecommunication Union, INTERPOL, Office of the United Nations High Commissioner for Human

Rights, Plan International, Save the Children International, Special Representative of the United Nations Secretary General on

Violence against Children, United Nations Committee on the Rights of the Child, United Nations Special Rapporteur on the sale of
children, child prostit ut i on and child pornography, United Nations Childrenoés
YECPAT Luxembour g/ ECPAT TeminaogynGaitielinesrfaa the Pfoe@@idn®f)Childrén from Sexual Exploitation

and Sexual Abuseo. Ret r i e v stes/alfffilegdocpdi/termipalogyguadélines.min . unwt o. or g/

15

o 1

7d.

18 Ramiro, L. S., Martinez, A. B., Tan, J. R. D., Mariano, K., Miranda, G. M. J., & Bautista, G. (2019). Online child sexual exploitation

and abuse: A community diagnosis using the social norms theory. Child Abuse & Neglect, 96. https://doi-
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2019.104080

19 ECPAT Luxembour g/ ECPAT I nternational (2016) . ATerminol ogy Guidelines
and Sexual A lkdfeme fitp:/clRentunwio @rg/sites/all/files/docpdf/terminologyguidelines. pdf
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literature focused on internet crimes against children, but caution is advised when conflating

these terms with OSEC specifically.Once predominantly commercial, this is no long er the case

for the distribution of CSEM/CSAM. | NHOPEGs 2014 data indicates thc¢
they analyzed or processedwvere non-commercial.?° Instead of being sold or exchanged for

financial gain, they are shared among like-minded individuals at n o cost?! The exchange of

CSAM without compensation is seen across discussion boards, websites, and peer to peer

exchange sites For example, instead of paying for access to the gchangesites or discussion

boards with CSEM/CSAM, admission maybe granted thr ough uploading new abuse material.??

Crimes that share similarities to OSEC but fall outside of the definition include sextortion and
grooming, also known as online enticement. Sextortion is defined asfblackmailing of an
individual using self-generated materials to extort sexual favors, money, or other benefits from
her/him under the threat of sh aring the material beyond the consent of the depicted

person.® The threat of sharing the material online or to family can be used to manipulate the
individual into meeting more dema nds.?* Minors engagedi n i s,8 x sgererfted content
typically used to flirt or within a romantic relationship, are particularly vulnerable if the images
or videos are shared with the wrong person.Grooming is described asfa practice by means of
which an adult 'befriends' a child (often online, but offline grooming also exists and should not
be neglected) with the intention of sexually abusing her/him ." %

PREVALENCE AND LOCATION ESTIMATES

The increase in availability and access to the internet has ben a contributing factor in OSEC
across the globe. Currently an estimated 2.5 billion people globally have acces$o the internet, 26
with growth expected to continue over time. No true measure of OSEC prevalence has been
established. Rather, research hasmainly focused on estimating the number of online offenders,
victims that can be identified, and reports to law enforcement, as well asidentifying countries
where CSAM/CSEM material is hosted and broadcasted.The most common estimate of
offenders is 750,000 individuals worldwide, an estimate produced by the UN and the FBI.?’
Terre des Hommes conducted a study where investigators, under the guise of a young Filipina,
interacted with 20,127 predators in public chat rooms over a 10-week period and specifically
focused on customers acknowledging that they were purchasing prepubescent Filipina
children. 28 During the study, researchers were able to identify and locate 1,000 predators across
71 countries?® Other studies with a location -specific focus have found similar results. In 2017,
INHOPES s h alatd idemtiféed 70 countries where CSAM was hosted online3® The INHOPE
hotline identified the United States, Netherlands, Russian Federation, France, and Canada as
the top five countries hosting CSAM.3! In a study by INTERPOL, media from the International
Child Sexual Exploitation (ICSE) database categorizes the children in CSAM images as being
identified by law enforcement or unidentified. The study found 72 countries recorded as a place

2] NHOPE (2015), AWohlodwii chg ¢ ommd rl chti@/I88Re8t218i7¥tnskedourtes/statistics-and-
infographics/statistics-and-infographics-2014.aspx

2d.

22 Mitchell, K. J., Jones, L. M., Finkelhor, D., & Wolak, J. (2014). Trends in unwanted online experiences and sexting.

23ECPAT Luxembour g/ ECPAT I nternational (2016). ATerminology Guidelines fo
andSexual Abuseo. Retrieved from http://cf.cdn.unwto.org/sites/all/fi
2 d.

% d.

% Statistics and Market Data on Online Demographics & Use. Retrieved from
https://www.statista.com/markets/424/topic/537/demographics-use/

2" Terre des Hommes (2013). Netherlands, November 2013 Webcam child sex tourism i becoming sweetie: A novel approach to
stopping the global rise of webcam child sex tourism, 113 Retrieved from www.terredeshommes.nl.

3 d.

2 d.

] NHOPE (2018), @f2017 An n untp:/88R@8EP1BI79/tds/resoRrees/annualvrepaits.aspx o m

1 d.
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of abuse Eastern European and Southeast Asian countrieswere found to be the most

prominent places of abuse within the 10.7% of media that recorded a suspected country of abuse
and the children remain unidentified by law enforcement. North American and Western
European countries were the most prominent places of abuse within the 55% of media files that
identified the children in the images.®? Researchers suggesincreased identification of place of
abuse in identified media is more likely to be basedon better victim identification and reporting
policies in those countries with identified media and not necessarilyon a higher prevalence of
CSAM/CSEM. On the other hand, lack of identified media does not indicate a lack of abusein a
country and could indicate locations with an increased need for training or connections to the
database.

The production and sharing of CSAM/CSEM, while not deemed trafficking unless t here is
financial compensation, is the closest proxyindicator to estimating the number of victims. While
the Terre des Hommesstudy was not primarily focused on identifying child victims, researchers
did examine 84 public websites offering webcam sex performances resulting in over 200
individuals selling performances and roughly 30% of the websites have children involved.33 In
another study, the Canadian Center for Child Protection identified 46,859 images of unique
children with 78.3% under the age of 1234 IN H O P 2015 hotline data included 87,930 reports
with a total of 259,016 images and videos identified.3> Of the content identified by the INHOPE
hotlines, 47% of the contentare classified & international illegal by INTERPOL criteria and 82%
of the subjectsin content classified as CSAMare betweenzero and thirteen years old.3¢

DESCRIPTIONS OF TRAFFICKERS, CUSTOMERS, AND VICTIMS

Terre des Hommes research identified three types of OSEC traffickers/facilitation in the

Philippinesi a f ami | y me mb e accri |firtiad red,eybérsegiiefreinasl. 0 and
Multiple studies support the finding of a close friend of family member id entified as the OSEC

trafficker. 37.38.39 A NCMEC (2015) study on CSAM, where both child and abuser were known,

found 74% of cases of CSAM traded or distributed
ficircle of trust, 0 s uc h ordamilyfientl. 8°mamilyor frerdsb e r guard
exploiting children seek to excuse their behavior by viewing these online offenses as less harmful

than contact offense 4%42 Parents, if not the trafficker themselves, tend to be aware of the

activities their child is engaging in but do not get involved or stop the activities as there is

financial gain for them.43

32 Child, O.U.V.I (2018). Towards a Global Indicator: On Unidentified Victims in Child Sexual Exploitation Material. Retrieved from
https://www.ecpat.org.uk/towards-a-global-indicator-on-child-sexual-exploitation-material

3 d.

%Ri mer, J. R. (2019) . Aln the street theyore r edhbodamongusers@i ct ure t hey
online child sexual exploitation material. Child Abuse & Neglect, 90, 160i 173. https://doi-
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2018.12.008

% INHOPE (20 1 8) , A2017 Annual Rhepp//88r208218. 7 Rtestresdurees/@ndual frepantsraspx

36 1d.

57 Terre des Hommes (2013). Netherlands, November 2013 Fullscreen on View i An Exploratory Study on the Background and
Psychosocial Consequences of Webcam Child Sex Tourism in the Philippines. Retrieved from www.terredeshommes.nl.

38 Child, O.U.V.I (2018). Towards a Global Indicator: On Unidentified Victims in Child Sexual Exploitation Material. Retrieved from
https://www.ecpat.org.uk/towards-a-global-indicator-on-child-sexual-exploitation-material

3% National Center for Missing & Exploited Children (2015), "Child Pornography Offending: Analysis of Data from NCMEC"
(presentation delivered at 27th Annual Crimes against Children Conference, Dallas, Texas, USA, 10-13 August 2015).

40d.

41 Ramiro, L. S., Martinez, A. B., Tan, J. R. D., Mariano, K., Miranda, G. M. J., & Bautista, G. (2019). Online child sexual exploitation
and abuse: A community diagnosis using the social norms theory. Child Abuse & Neglect, 96. https://doi-
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2019.104080

42 Terre des Hommes (2013). Netherlands, November 2013 Fullscreen on View i An Exploratory Study on the Background and
Psychosocial Consequences of Webcam Child Sex Tourism in the Philippines. Retrieved from www.terredeshommes.nl.

4 Ramiro, L. S., Martinez, A. B., Tan, J. R. D., Mariano, K., Miranda, G. M. J., & Bautista, G. (2019). Online child sexual exploitation
and abuse: A community diagnosis using the social norms theory. Child Abuse & Neglect, 96. https://doi
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2019.104080
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Terre des Hommes -fdentitaedngbeviiselms as a secon
around t he -fpahcrialsiet aitsgeel of ® r @ teemd &f whatfis considered OSEC.

The Terre des Hommes study described older teenagers sending material to foreign customers.

By definition, the teenagers are minors and legally considered trafficked. This does not take into

consideration any grooming that might have taken place or manipulation to self-generate the
material. As menyicoredtleadfoopdbotidseldfo not al ways i
cases where the children are too young to be facilitating the financial transaction and there is an

adult involved, while not known to the customer. 4445 While not as common as the first two

groups, there are set uf<whdremultigedeoplsaretheldandk r sex den
abused for years to audiencesacross the globe. Fieldwork has found dens tobe run by organized

crime groups as well as foreign nationals#® Other establishments like ii d e n s idterreetraed

pisonet cafes These cafes prwide easy access to the internethat, while there is an attempted

from managers to monitor the contents and adivities conducted, have been known to beused

for grooming and CSEM?,

OSECcustomers and child sexual abusersare often confusedas pedophiles,however, OSEC
customers fAinclude a much greater number of peopl
tourism if the opportunity is present, but who may not meet the clinical criteria for
pedopHHiPleidopdilia is a clinical di agnosis where #it
behaviors that involve sexual activity with a prepubescent child last for a period of at least six

mo nt Pt©ne &tudy estimated less than 5% of adult men globally are onsidered pedophiles,>?

while another study focused on a university sample that identifies around 20% of the males in

the sample have sexual interest in prepubertal children. % A study of the general population in

Germany found less than 0.1% of the 8,718 smple to have pedophilic preferences, whereas4.1%

had sexual fantasies of prepubescent children and 3.2% conducted sexual offences against

prepubescent children.>* While pedophiles may be in search of CSEM, OSEC customers are not

limited to those meeting th e criteria of pedophilia.

In addition to the relationship between online child sexual abuse and pedophilia, research has
examined the differences betweenthose who are known to be only online offenders, compared
to those who are known to be only contact dfenders or dual online and contact offenders.%5 In a
rapid assessment of literature that provided characteristics of online offenders, most samples
were based onperpetrators who had been prosecuted or at least identified by law enforcement 36
Of this liter ature, online -facilitated offenders tend to be male from a Caucasian or European

44 Child, O.U.V.l (2018). Towards a Global Indicator: On Unidentified Victims in Child Sexual Exploitation Material. Retrieved from
https://www.ecpat.org.uk/towards-a-global-indicator-on-child-sexual-exploitation-material

4 Terre des Hommes (2013). Netherlands, November 2013 Fullscreen on View i An Exploratory Study on the Background and
Psychosocial Consequences of Webcam Child Sex Tourism in the Philippines. Retrieved from www.terredeshommes.nl.

4 1d.

47 Ramiro, L. S., Martinez, A. B., Tan, J. R. D., Mariano, K., Miranda, G. M. J., & Bautista, G. (2019). Online child sexual exploitation
and abuse: A community diagnosis using the social norms theory. Child Abuse & Neglect, 96. https://doi-
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2019.104080

48 Terre des Hommes (2013). Netherlands, November 2013 Fullscreen on View i An Exploratory Study on the Background and
Psychosocial Consequences of Webcam Child Sex Tourism in the Philippines. Retrieved from www.terredeshommes.nl.

49 Ramiro, L. S., Martinez, A. B., Tan, J. R. D., Mariano, K., Miranda, G. M. J., & Bautista, G. (2019). Online child sexual exploitation
and abuse: A community diagnosis using the social norms theory. Child Abuse & Neglect, 96. https://doi-
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2019.104080

50 Terre des Hommes (2013). Netherlands, November 2013 Webcam child sex tourism i becoming sweetie: A novel approach to
stopping the global rise of webcam child sex tourism, 19 Retrieved from www.terredeshommes.nl.

51 |d

52Seto M. C. (2009) Pedophilia. Annual Review of Clinical Psychology 5:391i 407.

53 Briere, John, PhD., Runtz, Mar s ha, M. A. (1989) . AUni ver si t ting potential mdcesofe x u a | intere
Afipedophiliado in apgn7dnf orensic sampl eo.

University of Southern California School of Medicine.

54 Dombert, Schmidt, Banse, Briken, Hoyer, Neutzeand Ost er hei der (2016) , ftRepovted Sexumahirderesti s Mend s ¢
inPrepubescent Children?o, accessed August 2019, https://www. ncbi.nln

% DeMarco, J., Sharrock, S., Crowther, T., & Barnard, M. (2018). Behaviour and Characteristics of Perpetrators of Online-facilitated
Child Sexual Abuse and Exploitation. NatCen Social Research Final Report.
56 1d.
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background.5>” They are also more likely to have higher education, employment, ard are more
technologically savvy.>® Compared to contact offenders, online offenders are less likely to have

prior criminal backgrounds, convictions, or history of anti-social behavior.>® The age

of offenders ranges from mid-twenties to fifties and sixties, with no significant difference in

agesacross online-only and contact offenders.50 Similar to how parents seek to excuseheir

facilitation of OSEC, there is research to suggest that the online nature of the abusesnables

offenders to disassociate CSEM fromactual harm of children. 61 For example, customerswould

often refer to the children in I maugadetheislackit hem, 0
of intention to abuse children in real life. 62

Research onCSAM victim profiles examine a few key characteristics including, age, sex, severity

of abuse/exploitation, the number of victims depicted, and the type of production. Age ranges

have found exploitation of infants to pubescent children, with some children being identified

over time at various stages®® Studies have found that images of youngervictims are increasingly

more disturbing and severe®*®*For exampl e, the I nternational Watec
annual report found that A35% of the i magery show
younger was assessed as being Category A, compardd 16% of the imagery showing children

aged111 7, 0 where Category A is defined by the Ashowi
children including %Thewast nmjoritydfaesaamH finds femate victims 0

more often than male victims,®” however male victims are not uncommon amongst

CSAM/CSEM. IWF identified 17% of victims to be boys and 4% showcasing victims of both

genders.f8 Even when a victim is removed from exploitation, the longsta nding effects of online

exploitation is unknown. The IWF annual report highlights the repeat victimization and long-

term abuse of children in the story of Olivia.® fiwe see Olivia every day five years after she was
rescued. To show wckamitbkzpat wbad deapseat ofdmesweunt ed t
saw Ol iviabés i mag e-manth periad.eVNe dawhér at tpastaB47ttitnas.€0a

BN

average, t hedachbasdeferywer ki m¢f sday. o

COMBATTING OSEC

Recommendations throughout literature mostly focus on prevention through internet safety
education and awareness aboutthe harm and consequences around online sexual abus€! Many
organizations have promoted educational campaigns focused on safe internet practices to
parents and children to decrease vulnerability. Other general awareness efforts like the

57d.

58 Seto, M. C., Buckman, C., Dwyer, R. G., & Quayle, E. Production and Active Trading of Child Sexual Exploitation Images
Depicting Identified Victims: NCMEC/Thorn Research Report. Alexandria, VA: National Center for Missing & Exploited Children.
DeMarco, J., Sharrock, S., Crowther, T., & Barnard, M. (2018). Behaviour and Characteristics of Perpetrators of Online-facilitated
Child Sexual Abuse and Exploitation. NatCen Social Research Final Report.

0 d.

®Ri mer, J. R. (2019). #Aln the st Caensgructionshobchildreneandrchéldhdogd amongusarsgfi ct ur e t he
online child sexual exploitation material. Child Abuse & Neglect, 90, 160i 173. https://doi-
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2018.12.008

52 d.

53 Child, O.U.V.I (2018). Towards a Global Indicator: On Unidentified Victims in Child Sexual Exploitation Material. Retrieved from
https://www.ecpat.org.uk/towards-a-global-indicator-on-child-sexual-exploitation-material

%Canadian Centre for Child Protection (2016). #AChild Sexual Abuse I
55 Child, O.U.V.I (2018). Towards a Global Indicator: On Unidentified Victims in Child Sexual Exploitation Material. Retrieved from
https://www.ecpat.org.uk/towards-a-global-indicator-on-child-sexual-exploitation-material

% Internet Watch Foundation. (2018). Annual Report. Retrieved from https://www.iwf.org.uk/report/2018-annual-report

57 Child, O.U.V.I (2018). Towards a Global Indicator: On Unidentified Victims in Child Sexual Exploitation Material. Retrieved from
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Dunkelfeld project and Stop It Now cater prevention tactics to the potential offenders by
promoting seeking help before offending.”

Another type of recommendation includes disruption tactics to stop customers before or in the
middle of their involvement with CSAM/CSEM. Google and Microsoft have implemented
blocking efforts as a disruption tactic and found that it reduced the number of web-based
searches for abuse images by 8% compared to a nonblocking search engine.”>’* Microsoft also
initiated pop up messages when search terms are linked to illegal conduct’ PhotoDNA, created
by Microsoft, is used to help reduce the proliferation of CSAM. PhotoDNA is an image matching
technology and uses amathematical algorithm to create a unique image signature that can be
compared againstknown abuse images The use of PhotoDNA hasled to a disruption of over 4
million images. "

Terre des Hommes recommendedshifting from reactive law enforcement policies to proactive

investigative techniques.’”7Resear chers determined that customer s¢
based on the ease with which they were able to convince customers in their study to reveal

themselvesand effectively be identified. Proactive investigation is expected to have a deterrent

effect, increasing perceived risk of participating in WCST and reducing the number of victims. 78

THORN actively conducts an online deterrence prog
people searching for CSAM, disrupting their sense of anonymity and encouraging them to seek
hel p. o So far, the program has seG3000mnstapges 2. 8 mi |

where individuals chose to seek help after contact with the deterrence program.”®

While safe internet practices by children and risk awareness of parents can impact vulnerability
of potential victims of CSAM in general, and disruption tac tics focused on the customer can
intervene, more research is needed to proactively combat the traffickers of OSECLike
commercial sexual exploitation of those in person, the facilitation and distribution of these
materials (pictures, videos, live stream, etc.) needs to be deterred through an increase in risk
and a decrease in anonymity. It is unknown if there is any research tat highlights efforts to
deter the traffickers.

Overall, most research available focuses on components of OSEC, such as the prodtion of
CSAM/CSEM or live streaming of abuse, but there are very few studies that capture the full
extent of the crime including both production of, and compensation for, these materials. The
aim of this current study is to add to the literature a more in -depth analysis of this particular
crime, addressing the nature of the crime, the global reach traffickers can obtain through the
internet, and recommendations for effective intervention.

2 Quayle, E., & Koukopoulos, N. (2018). Deterrence of online child sexual abuse and exploitation. Policing: A Journal of Policy and
Practice.

#d.

74 Steel, C. M. (2015). Web-based child pornography: The global impact of deterrence efforts and its consumption on mobile
platforms. Child abuse & neglect, 44, 150-158.

s Quayle, E., & Koukopoulos, N. (2018). Deterrence of online child sexual abuse and exploitation. Policing: A Journal of Policy and
Practice.

8 THORN (2015). The Use of Technology to Recruit, Groom and Sell Domestic Minor Sex Trafficking Victims. Retrieved from
https://www.thorn.org/resources-and-research/

7 Terre des Hommes (2013). Netherlands, November 2013 Webcam child sex tourism i becoming sweetie: A novel approach to
stopping the global rise of webcam child sex tourism, 19 Retrieved from www.terredeshommes.nl.

8 Terre des Hommes (2013). Netherlands, November 2013 Fullscreen on View i An Exploratory Study on the Background and
Psychosocial Consequences of Webcam Child Sex Tourism in the Philippines. Retrieved from www.terredeshommes.nl.
 THORN.(n.d). Retrieved from https://www.thorn.org/deterrence-prevent-child-sexual-abuse-imagery/
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This study sought to accomplish three major research objectivesto assess the nature and scale of
OSEC in the Philippines, with each objective being achieved through a separate study
methodology. This section includes a summary of the methods usedunder each objective.

Figure 1: Research Objectives and Methodology

o,

¢ 1

O Estimate the baseline O Assess the nature of

prevalence of internet-
based child sexual
exploitation (CSE) and
OSEC in the Philippines

METHODOLOGY:

Employ a mark-
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with data from NCMEC
CyberTipline reports
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Philippine IP addresses

used for CSE O<

generally and
OSEC specifically.

OSEC in the Philippines
during the baseline time
period

METHODOLOGY:

Conduct an in-depth
case file review of OSEC
cases investigated

by Philippine law
enforcement agencies,
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on the offending
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offender and

victim typologies
based on previous
cases.
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global law enforcement
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incidents of “online
enticement” to better
understand OSEC cases
in the Philippines as
compared to the global
context.
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ESTIMATING THE BASELINE PREVALENCE OF INTERNET-
BASED CSE AND OSEC IN THE PHILIPPINES

One objective of this study was to estimate the baseline prevalence ofnternet -basedchild sexual
exploitation, generally, and OSEC specifically, in the Philippines between 2010 and 2017.This
section includes a summary of the methods used in theanalysis of NCMEC CyberTipline
reports. For a more detailed description of the methods, see AppendixA.

The Conceptual Framework

The term Apr eval perentofunits withirearpspulation thiatthas a specific

characteristic during a specific time period. Often the population of interest is a group of people,

but it can be any group of related objects. Due to significant challenges in collecting accurate

data within the human populations of interest in this study (either children who are OSEC

victims or adults who are OSEC traffickersg?), the study team decided to use Philippine-based IP
addresses as the population of interest. Thus, t
the estimated percent of all Philippine -based IP addresses associated witlsuspectedOSEC

activity.

This statistic is similar to those used in other human trafficking studies that have measured the
percent of worksites that use bonded labor or the percent of brothels that offer child sexual
exploitation, in that it considers the location of the exploi tation as the unit of measure. Unlike
those studies, however, this study is |l ooking at
geographic location. It should be noted that in studies that measure the prevalence of
exploitation in locations, there is not necessarily a direct correlation between the number of
locations used for exploitation and the number of people who are victimized there or the

number of people committing the abuse. With IP addresses, in particular, a single person may
use multiple |P addresses while engaging in OSEC and a single IP address may be used by
multiple people who are engaging in OSEC. Similarly, a single IP address can be associated with
multiple geographic locations (e.g., if multiple homes share a router or if an ISP is using network
address translation [NAT] 81). Therefore, the relationship between number of IP addresses
associated with OSEC activity, the number of geographic locations where OSEC occurs, and the
number of OSEC victims or traffickers is unknown.

Mark -recapture methodology refers to a class of estimation proceduresthat originated in the
environmental sciences to quantify wildlife populations. In recent decades, however, the method
has become a popular choice for estimating the population of hard-to-reach human populations
(e.g., people who are homeles$2:83.84 yse drugs8s86é or are living with HIV 87) that are often

80 See Appendix B for a description of other methodologies considered, including methodologies that directly measure human
populations, and the challenges associated with them.

81 NAT is when one public IP address is used to route information to/from multiple private IP addresses.

82 williams. (2010). Can we measure homelessness? A cr i t i cal e w-Re a @ p otMethaadogicaQrmavations
Online, 5(2), 49-59.

8 Stark, et al. (2017). Estimating the size of the homeless adolescent population across seven cities in Cambodia. BMC Medical
Research Methodology, 17(13).

84 Schepers & Nicaise. (2017). Working Paper: Estimating the Homeless Population, Sampling Strategies. HIV A Research Institute
for Work and Society: Leuven, Belgium.

8 Gemmell, Millar, & Hay. (2004). Capture-recapture estimates of problem drug use and the use of simulation-based confidence
intervals in a stratified analysis. Journal of Epidemiology and Community Health, 58, 758-765.

8 Xu, Fyfe, Walker, & Crown. (2014). Estimating the number of injection drug users in Greater Victoria, Canada using capture-
recapture methods. Harm Reduction Journal, 11(9).

87 Poorolajal, Mohammadi, & Farzinara. (2017). Using the capture-recapture method to estimate the human immunodeficiency virus-
positive population. Epidemiology and Health, 39.
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missed through traditional sampling techniques. The concept behind the method is that by
quantifying the overlap betweent wo or mor e mipdes)pfthe poputation df isterest,
one can estimate the total size of the population of interest. When using mark-recapture

met hodol ogy to esti mate loacasiam oOpapel aypooal |l ficaptu
However, a variant of the method, called multiple systems estimation (MSE), uses
administrative listst o col l ect retrospective ficaptures. 0

MSE is a generalization of mark-recapture procedures, tailored to address common issues found
in administrative lists. Oftentimes, such lists are based on lawenforcement, hospitalization,
and/or non -governmental records. Some recent and weltknown applications include analyses
of a data set of victims of modern slavery in the United Kingdom, 88 and a data set of human
trafficking victims in The Netherlands. 8° This study was similar to MSE studies in that mark -
recapture procedures were applied to secondary data sets to estimate the size of a hidden
population. Therefore, this stud y may be considered a variation of MSE.

NCMECOs Cy bisthe Tantmlizédmechanism where US-based ESPs report incidents of
internet -based CSEUS law mandates that USbased ESPs report incidents of apparent child
pornography of which they are aware on their platforms. The law also permits ESPs to report
other instances of CSE.The general public can also make reports on the CyberTipline, but the
majority of reports come from ESPs. Because many USbased ESPs have a global user base,
NCMEC receives millions of CyberTipline reports each year related tointernet -based CSE across
the globe. CyberTipline reports geographically resolving to IP addresses from countries outside
the US may beautomatically forwarded to the appointed law enforcement agencies within those
countries. Thus, it was possible to create a list of all CyberTipline reports resolving to IP
addresses in the Philippines for the study period, 2010-2017.

For this study, th e research team planned to split the list of CyberTipline reports resolving to IP
addresses in the Philippines i nt oiodimuhithithel e fAcaptu
CyberTipline report was received by NCMEC. The overlap between thecapture occasons, which

are based on sets of data observed within time periods,could then be analyzed to estimate the

total number of Philippine IP addresses associatedwith CSE This number could then be divided

by the total number of IP addressesassigned to the Phiippines to get the percent of Philippine

IP addressesused for CSE

It should be noted, however, that internet -based CSEincludes many crimes that are outside the
study definition of OSEC. These include crimes like sharing CSEM (without financial
compensation), grooming children for sexual exploitation, or arranging for in -person child
sexual abuse

Therefore, because OSECand not generalinternet -based CSE, was the ultimate subject of
interest, the study team planned to conduct a more thorough review of a sample of CyberTipline
reports to determine what percent of all CyberTipline reports in the Philippines included
suspected OSEC activity. By extrapolaing this percentage onto the estimated percent of
Philippines IP addressesused for CSE(from the mark -recapture analysis), the study team
planned to establish an estimate ofthe percent of Philippines IP addresses associated with
suspected OSEC activity GeeFigure 2). This final estimate would serve as an estimate of OSEC
prevalence in the Philippines.

8 Bales, K., Hesketh, O., and Silverman, B. W. (2015). Modern slavery in the UK: How many victims? Significance 12, 16-21.

8 Cruyff, M., van Dijk, J., and van der Heijden, P. G. M. (2017). The challenge of counting victims of human trafficking: Not on the
record: A multiple systems estimation of the numbers of human trafficking victims in the Netherlands in 2010-2015 by year, age,
gender, and type of exploitation. CHANCE 30, 41-49.
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FIGURE 2. Formula for Estimating the Percent of IP Addresses Associated with Suspected OSEC
Activity

Analysis of Open Text

Mark-Recapture Data from Sample of Prevalence:
Analysis: ) CyberTipline reports: I.I Estimated % of IP
Estimated % of IP % of internet-based CSE addresses associated with

addresses used for CSE that included suspected suspected OSEC activity
OSEC activity

Methods for the Mark-Recapture Analysis

The methods used for the mark-recapture portion of the prevalence study are summarized
below.

Data Set Up

NCMEC provided the study team with a data set of all CyberTipline reports in which Philippine -
based IP addresses were identified from the years 20162017. The data set excluded
CyberTipline reports reporting viral/meme images. ° The data set included 16 variables. (See
Appendix A for a full list and description of the variables.) After the data set had been cleaned, it
included a total of 193,405 entries of Philippine -based IP addresseddentified in CyberTipline
reports from 2010-2017.

No Philippine IP ad dresses were reported prior to late 2011, and very few were reported from
2011-2013. Because low levels of reporting create unreliable markrecapture estimates, IP
addresses reported prior to 2014 were removed from the analyses, leavingl83,184entries in the
data set, and estimates were created only for the years 20142017

Statistical Models

Because the behavior of human populations can be drastically diferent from the wildlife

populations that the mark -recapture methodology was initially designed to study, statisticians

have developed a variety of advanced models to adjust the method forapplications to human

populations. Since this is the firstattempt (t o t he researchersé-knowl edge)
recapture methodology to estimate the prevalence of OSEC, it was unclear which statistical

models would produce the best results. Therefore,various statistical mark -recapture

extrapolation models using different estimators, capture periods, and numbers of captures were

tested, and the results canpared across models. For simplicity, only the best-fitting models are

presented in this report . °gshnate®areibasedlomutdeanodel( 1) t he
using four captures of one-week each and the M, model (based on time and heterogeneity
effectsywi t h Chaodés | ower bound estimator; and (2) the

using 13 captures of fourweeks each and the open population estimator.

“Not e: AViralo images are files that <circul ate rgahariedpbsgeddurobm one user
mimicry or other seemingly non-malicious intent. Researchers chose to exclude CyberTipline reports reporting viral/meme images

because these rarely constitute OSEC, as defined by the study. However, NCMEC was only able to exclude reports that were

labeled as viral/meme images by the ESP who submitted the CyberTipline report to NCMEC. Many CyberTipline reports relate to

viral/meme images but are not labeled as such by the reporter. Because researchers had no way to identify CyberTipline reports

related to viral/meme images that were not labeled as such by the reporter, without manually reviewing each report, those

CyberTipline reports were included in the final data set.

“TiMont hlyo is a term used f oritredatesitpdfoucweekyimempérioddriotacalesdarimonth. However ,
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Methods for the Collection and Analysis of Open Text Data within CyberTipline
Reports

To edimate the percent of internet -based CSEhat is associated with suspected OSEC activity,
IIM criminal analysts reviewed the data within the open -ended text fields of arandom sample of
CyberTipline reports from 2015 and 2017. The 2015 sample included 966unique CyberTipline
reports related to 744 unique IP addresses, and the final 2017 sample included 1,289 unique
CyberTipline reports related to 760 unique IP addresses.

To classify the CyberTipline reports, the criminal analysts used a data collection tool, which

included six questions to guide them in determining if each CyberTipline report being reviewed

was associated with suspected OSEC activityBased on the answes to these questions, each

CyberTipline report was classified asone of the following: Not OSEC, 6 fAUnl i kely OS
fPossibl]e ®GEEC, 0 or nAnUnknown. O

The data collection tool also included an open-ended text field for the analysts to write notes
about the CyberTip, and thesenotes provided an interesting source of qualitative data.
Researchers codel the data in these notes to pull out some anecdotal findings from this data
collection effort. However, because hese notes were not mandatory within the data collection
tool, the criminal analysts did not consistently enter them. Therefore, the findings from these
notes are not generalizable toall CyberTipline reports.

Limitations

When designing this study, researchers recognized multiple risks and potential limitations to
the work. Some of these risks were realized in the implementation of the study, while others
were found to have little impact on the quality of the study.

The first limitation affects the interpretation of the results. This methodology p rovides estimates
of the number of IP addressesassociated with suspected OSEC activity. It cannot serve as a
proxy for the number of OSEC victims or traffickers in the Philippines. Although prevalence
based on IP addresses is a less intuitive statistic ttan prevalence based on vitims or traffickers,
the study team decided that it was still useful enough to pursue. Therefore, this challenge was
considered a concern to be managed when interpreting and disseminating results rather than a
reason to reject the methodology.

The second Imitation is related to the assumptions behind the methodology. Mark -recapture
methodology requires two important assumptions (that the population is closed and that
fimar&enmdd fAunmarkedo i ndivi dual lgieshtambe ue i@ grdeatb s ur vi v
provide meaningful results. It is unclear how well the design of this study conforms to those
assumptions. Although advanced statistical models were used to adjust for potential assumption
violations, there is still room to q uestion the theoretical appropriateness of the model. Indeed
model-fitting tests revealed that none of the models provided adequate fit. However, the results
obtained between the various models and estimators were quite similar, which provides some
assurance that the models are nottoo far off base.

The third limitation might affect the accuracy of the estimates. ESPs occasionally double report

an event. Duplicate records can happen for a variety of reasons. For example, duplicate reports
are created by sane ESPs because they autoratically send one image per report. Thus, if a user
shares 50 images in a single chat session, 50 reports would be generated about that single event.
This kind of duplicate report was not considered a problem, however, because thefinal data set
for the mark-recapture analyses removed duplicate instances of IP addresses by day. Therefore,
an IP address would only be re-counted if it was used for CSE on multiple days, which would
correspond to multiple instances of CSE. Duplicate reports can also be createdwhen ESPs use
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technology to scan user content and automatically report misuse when it is found. Misuse is
simultaneously reported to NCMEC and sent to the
review it. If the analyst reviews it and finds additional ca se details that s/he wants to report to

NCMEC, the analyst can fill out a manual form with that information. This would result in a

doublereportof the event in NCMEC6s system, which may ¢
after the initial event was reported. There was no way for the study team to identify and remove

duplicate records from the mark -recapture analysis. However, this was not considered to be a

significant problem because only 985 (<1%) of all entries in the data set wereESP Manual

Forms (the only type of entry that could be a duplicate entry). Given that a vast amount of online

child exploitation goes unidentified and unreported, the team does not believe the potential

presence of a small number of duplicate entries hasled to significant overestimates of the

number of IP addresses used for CSE.

The final, and most impactful, limitation is related to the quantity and quality of CyberTip line
data submitted by ESPs in CyberTipline reports. BecauseNCMEC receivesCyberTipline reports
from a variety of sources, there can be sgnificant differences in the amount, type, and quality of
data provided from the different sources. The OSEC status of 80% of CyberTipline reports
reviewed could not be determined because the amount and/or quality of data in the open-ended
text fields were insufficient 92, After pulling two full samples of CyberTipline reports, the team
was still unable to get a large enough sample to create results that could be generalized witlihe
desired level of confidence and margin of error. Therefore, while this study was able to report
the estimated percent of IP addressesused for CSE, it could not make any inferences on the
percent of those IP addresses associated with suspected OSEC activity.

ASSESSING THE NATURE OF OSEC

In addition to estimating the scope of OSEC in the Philippines, the study team wanted to better
understand the nature of OSEC in the Philippines. Questions related to the nature of OSEC
included:

How are OSEC investigations initiated in the Philippines?

What are the demographics of OSEC victims, customers, and traffickers?

What are the relationships between victims, customers, and traffickers?

What methods are used to communicate between victims, customers, and traffickers?
What types of materials are exchanged in OSEC cases?

How much money is paid to exchange these materials?

= =4 =8 =8 -8 A

For this, IJM and Philippine law enforcement agencies collaborated to conduct an in -depth case
file review of all cases of OSEC investigated by the agencies betwee2010 and 2017.This section
provides a summary of the methods used in the case file review. For a more detailed description
of the methods, see AppendixA.

Sampling Strategy

The primary law enforcement agencies that investigate OSEC cases in the Philippies are the
Philippine National Police Women and Children Protection Center (PNP WCPC) and the
National Bureau of Investigation - Anti-Human Trafficking Division (NBl -AHTRAD). The study

9 |t should be noted that NCME C6s pur pose i n -gndedtextfidldsisgot hebessarity poedentify the type of conduct
being reported. Many CyberTipline reporters use these fields to provide additional information related to the reported user or child
victims. . Thus, poor data quality for the purposes of this study should not be considered to be poor data quality in general.
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team aimed to review case files for 100% of the cases referred to anddr investigated by these
two law enforcement agencies between January 2010 and December 2017.

Definition and Description of Case Files
For this study, a Acaseo0 was defined as any one o

1 A case referred to Philippine law enforcement that had not yet been investigated by
Philippine law enforcement;

1 A case referred to Philippine law enforcement that had been investigated by Philippine
law enforcement; or

1 A case proactively generated and investigated by Philippine law enforcenent without a
referral.

Case referrals contained different types of information from Philippine investigation case files.
Case referrals typically had more information on the customers and the criminal process used by
the customers than on the Philippine s-based traffickers or victims. Philippine investigation case
files, on the other hand, typically contained little information on the customers but much more
detailed information on the victims, traffickers, and the criminal process used by traffickers

when interacting with u ndercover investigators.

For cases that had been referred toand investigated by Philippine law enforcement, the case
referrals and the Philippine investigation case files were matched to create a single record, but
the referral and investigation data were kept separate (e.g., data on the offending process found
in the referral were recorded separately from data on the offending process found in the
investigation case file). This allowed researchers to compare information found in both the case
referral and the investigation case file to identify similarities and differences in (1) the number
and characteristics of victims identified in case referrals vs. investigation case files, and (2) the
criminal processes reported in case referrals (detailing interactions between real OSEC
customers and traffickers) vs. investigation files (detailing interactions between undercover
investigators and OSEC traffickers).

Data Collection

Il JM6s research, OSEC progr am, aamscollamnateddocheaier c e me n t
the data collection tool. The final instrument had a total of 61 questions and took an average of
50 minutes to complete. The tool captured information on:
1 How the case was initiated and if it had been investigated by Philippine law enforcement;
1 The OSEC victims, customers, traffickers, and criminal processes recorded in thecase
referral (if one was received by Philippine law enforcement);
1 The OSEC victims, customers, traffickers, and criminal processesrecorded in the
Philippine law enforcement investigation case file (if an investigation had led to an
operation, arrest, or victim rescue).

A single enumerator recorded the data on all the case files in the study. However, an IJM OSEC
investigator accompanied the enumerator on ead case file review and navigated the case files to
pull out the relevant information for the enumerator to record. This made the process more
efficient and prevented the enumerator from seeing most of the highly sensitive data contained
in the case files.

Data were collected from two primary sources: Philippine law enforcement case files and 1IIM

case files. IIM has supported almost all OSEC investigations conducted by Philippine law
enforcement. For program purposes, IIJM keeps its own records of cases. Taninimize the

Online Sexual Exploitation of Children in the Philippines 34



amount of time (and thus, disruption) spent collecting data at the Philippines law enforcement
offices, enumerators first collected data on IIJM -supported cases using IJM case files. They then
moved to the offices of the Philippines law enforcement agencies thatstored the law
enforcement case files.

Researchers successfully collected data on all cases investigated by PNP WCPC or NBHTRAD
and on all cases referred to PNP WCPC. However, the team was not able to collect data on OSEC
referrals to NBI-AHTRAD that had not led to an operation, rescue, or arrest. Thus, the final
sample included 100% of OSEC cases referred to PNP WCPC, but only the cases referred to NBI
AHTRAD that had been investigated and resulted in an operation, arrest, or rescue. Table1
presentsthe total number of cases reviewed, disaggregated by type of case fil&3

TABLE 1. Case File Review Sample

Total Case Files Reviewed 92
Case Referral Only 21
PHI Investigation Only 28
Case Referral + PHI Investigation 43

Data Handling and Analysis

The enumerator collected case file data using a laptop and a secure online survey platform,
eliminating the need for manual data entry. The online survey platform protected submitted
data using AES-256 encryption.

A researcher quality-checked more than 15% of case files to ensure that all questions were
answered and that answers followed logical patterns (e.g., if the data showed that four victims
were identified in a case file, then the enumerator should have entered demographic data for
four victims ). All missing data and inconsistent patterns were immediately shared with the
enumerator, and he was asked to provide an explanation for the inconsistencies or rereview the
case file to find the missing data.

After all data were collected, researchersdownloaded the final database onto their password-
protected laptops for cleaning and analysis. Data cleaning, recoding, and data analysis were
conducted using Excel.

Limitations

Two primary limitations were identified in this study. First, the team was no t able to collect data
on any OSEC cases referred to NBIAHTRAD that had not resulted in an operation, arrest, or
rescue. Nor was the team able to determine how many such cases ésted. OSEC cases at NB{

% Note: There is a discrepancy between the number of cases referred to the Philippines as reported by international law

enforcement data and Philippine law enforcement case data. Possible explanations for these discrepancies include: (1) For this

study, researchers only looked at cases reported to PNP and NBId the law enforcement agencies within the Philippines that most

often investigate OSEC cases. However, international law enforcement agencies may have referred cases to other Philippine law

enforcement agencies, and the cases may not have been transferred to PNP or NBI. (2) Philippine law enforcement may label

cases differently than international law enforcement does. For example, if multiple international case referrals pointed to the same

Philippine trafficker, Philippine law enforcement may have combined the referrals into a single case file. (3) Each international law
enforcementagencyusesas | i ghtly different definition of OSEC. I't may be that
enforcement agencies were labeled as a different crime by Philippine law enforcement and thus were not counted in their case files.
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AHTRAD are not | abel ed a st hieO SbErCoda dcears elsa bbeult oafr efi Tgri e
Case data are not stored in a database, and case files are not stored in a single location but are

distributed to the investigator in ch arge of each case. Therefore, there was no way for

researchersto sortthrough A Tr af fi ckingd case files to identify
without significantly disruptingthe NBI -AHTRAD i nv e st iThgeetore,iths finalwo r k .

sample included 100% of PNP WCPC6s OSEC case files (investigat
nonrandom sample of an unknown percent of NBI-AHTRADG6s OSEC case files (i
only). This may limit the generalizability of the results. However, based on their experience,

I J M@SEC and law enforcement development teamshad no reason to believe that the missing

cases represent a particularly large proportion of all cases, or that the nortinvestigated NBI -

AHTRAD OSEC cases differ significantly from investigated NBI-AHTRAD OSEC casesThus,

the study team does not think that the inability to collect this data significantly undermines the
representativeness of the results.

Second, while the researchers believe that the results of this portion of the study are
representative of OSEC cass that have been referred to or investigated by Philippine anti-
trafficking units, it is not necessarily representative of all incidents of OSEC. There may be some
characteristics of the studied cases (including characteristics of the victims, customers,
traffickers, or criminal processes) that make them more likely to be investigated than other

i ncidents of OSEC. For exampl e, some countrieso |
and efficient at, and/or have more resources allocated to, investigating OSEC customers in their
own countries and sharing relevant evidence with Philippine law enforcement. Naturally, the

study showed that most customers are from these countries, even though there may be many
customers from other countries that put fewer resources into investigating these crimes and who
thus remain uncaught. Therefore, this research is skewed towards the processes and people that
are more likely to be detected. Similarly, for the study period (2010 -2017), Philippine law
enforcement did not have equal capacity to investigate OSEC cases in all areas of the country, so
the geographic distribution of cases was as much a function of law enforcement capacity as
actual OSEC incidence.

Among law enforcement experts and other practitioners engaged in responding to OSEC the
Philippines is often acknowledged as a global hotspot for OSEC. However, little data has been
published to support this idea which, to date, has largely been based orthe professional
experience of law enforcement. Therefore, as part of this study, the research teamcollated all
data they could accessto compare the scope of OSEC in the Philippines to other potential source
countries (i.e., countries in which OSEC victims or their traffickers are found) globally. This
section describes the data colleced for this effort. Because data onglobal incidents of OSEC are
limited and fragmented across multiple sources,the study team conducted two separate data
collection and analysis efforts to explore this research objective.

Global Law Enforcement Data Collection and Analysis

The study team solicited data from twelve VGT agencie$* regarding the number of OSEC cases

each agency had investigated. The team specifically asked fodata on cases that (1) had been

investigated between 2010 and 2017, and (2) hadbee r ef erred to a different
enforcement because they involved traffickers or victims from that country. Four of the twelve

94 For a list of VGT members, see virtualglobaltaskforce.com
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agencies were able to share this datavith us for public use: the Royal Canadian Mounted Police
(RCMP), the United Kingdo m National Crime Agency (NCA), the United States Federal Bureau
of Investigation (FBI) , and the Nordic Liaison Office (NLO ) representing Norway, Sweden,
Denmark, Finland and Iceland. These data were aggregated to determine the total number of
cases involving each identified source country over the eight-year period.

Limitations

There are three major limitations to this data. First, data are based on a convenience ample of
law enforcement agencies those that had the ability to share data with the study team. Cases
coming from these four agencies were not necessarily representative of cases coming from other
law enforcement agencies, much less of incidents of OSEC tat went undetected. There may
have been countries with few or no OSEC referrals that actuallyhad a large number of OSEC
incidents during the study period.

Second, in some countries, multiple law enforcement agencieswithin a country can refer
internation al OSEC caseso other countries. The data submitted by law enforcement agencies in
those countries represented only a portion of all OSEC referrals coming from their country. For
example, in the US, there are multiple law enforcement agencies that investigate OSECcase®$
not just the FBI. If an investigation leads to evidence of victims or traffick ers in another country,
any US law enforcement agencyinvestigating the case can share that information with the

rel ated count r y 6Therefoe whe rumbbeoaf @SEG eases the FBI referred to
another country is less thanthe total number of casesall US law enforcement agencies referred
to another country. Thus, the data presented in this report should not be viewed as
representative of all OSEC cases merging from these countries.

Finally, each law enforcement agency defines OSEC a little diferently, so the results presented
are not necessarily representative of OSEGas it is defined in this study . Overall, these results
should be interpreted only as exploratory data on the global scope of OSEC based on the data
that was available at this level from across law enforcement agencies.

NCMEC Online Enticement Data

Researchers also solicitedanother data set (separate from the one used for prevalence
estimation) from NCMEC. As mentioned previously, NC M E C®yberTipline is the centralized
mechanism for reporting the internet -based child sexual exploitation in the US. Because many
US-based ESPs have a global s base (e.g., Facebook, Google, Microsoft), NCMEC receives
CyberTipline reports related to countries around the world. Because of the volume of
CyberTipline reports NCMEC receives, NCMEC analysts focus the majority of their time on
reviewing CyberTipline reports that either have a US connection or are classified as high
priority. Thus, a relatively small portion of all NCMEC analyst -reviewed CyberTipline reports
involve countries outside the US.% This component of the study examines data available on
NCMEC analyst-reviewed CyberTipline report s. These reports include information about the
types of incidents being reported, as determined by NCMECanalysts.

Based on conversations with NCMEC staff, the study team determined that, if CyberTipline

reports were reviewed by a NCMEC analyst, CyberTipline reports reporting incidents of OSEC,

as defined by this study, would most likely be categorizedash e i nci dent type fdonl i
enti cement of chil dren. carBhsleldMban xpedemetoaaele o i | e r

% Note: When NCMEC receives CyberTipline reports that relate to activity occurring outside of the US, NCMEC makes the
CyberTipline report available to the relevant law enforcement agency within those countries when a direct connection to law
enforcement is available. For reports resolving to countries without a direct law enforcement connection, elements of the
CyberTipline reports are made available to Interpol. While these CyberTipline reports may not reviewed by NCMEC, they may still
be acted upon by law enforcement.
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the study team also knew that OSEC cases in the Philippines almost always involved

international (non -Philippine -based) customers, and trey hypothesized that this would be the

case for most source countries. Therefore, researchers requeed that NCMEC send them the

number of CyberTipline reports indicated as fAonli
which had been made available tolaw enforcement agencies in more than one country between

2010 and 2017. These data were disaggredad by the regions to which the CyberTipline reports

had been sent.

Limitations

There are two major limitations to this data. First, because NCMEC focusesits efforts on

reviewing US-based CyberTipline reports, mostinternationally based CyberTipline reports are

forwarded automatically (auto-r ef erred) to the relevant countryos
being reviewed. Thus, the CyberTipline reports in this sample represent a small, non-

generalizable sample of all NCMEC CyberTipline reports related tofi o n leinntei cement . 0 The
are two major limitations to this data. First, because NCMEC focusesits efforts on reviewing

US-based CyberTipline reports, mostintern ationally based CyberTipline reports are forwarded

automatically (auto -referred) to the relevantcount r yés | aw enforcement witho
Thus, the CyberTipline reports in this sample represent a small, non-generalizable sample of all
NCMEC CyberTipline reportsrelatedto ionl i ne enti cement . 0

Second, Afonline ent i ce ne®SEQ, asdsfined bylthjs stady.r ough pr oxy
e i C

CyberTipline reports categorized as fonline nt
defined as OSEC. For example, cses of child grooming, with no exchange of commercial

compensation, would also be classifiedintheCy ber Ti pl i ne reports as dAdonl i
Further more, many cases of OSEC could be | abeled
enti cement . oif dfter engagimganmBECe g customer asked to engage in contact

abuse with the child, NCMEC analysts woul d | i kel y c atchild sextourissn, t hat r e

pre-tr aveatoh eronlindhhemnh i T ement . 0
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A Crime with Global Impact: People of the Philippines
vs Vilma,®® 2016

Martin R
Male, age 48

Customer 4
under Investigation = _

TRAFFICKER

Female, Age 36

| Turner
Male, age 57

Male, age 58

OSEC is a global crime, in which a single OSEC trafficker often engages with multiple OSEC
customers from around the world, and in which a single OSEC customer often solicits abuse
material from multiple OSEC trafficke rs. This global reach can serve to conplicate the law

9 vilma is a pseudonym used in the Philippine press and for external publication in order to protect the victims that are related to
the accused.
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enforcement response. However, with strong global coordination among law enforcement agencies,
a case starting with the investigation of a single perpetrator can cause a chain reaction, resulting in
the arrest of multiple OSEC customers andtraffickers and the rescue of many victims across the
globe.

An emblematic example of this is the case of People of the Philippines vs. Vilma, 2016.

In 2016, Queensland Police Taskforce Argos arrested Australian natonal, I. Turner. Their
investigation of Turner found that he was purchasing CSEM, including live -stream videos,
originating from the Philippines. One of his Philippine suppliers was found to be Vilma. Thus, the
Australian Federal Police (AFP) referred this case to Philippine National Police (PNP) shortly after
Turnerds arrest.

The PNP then conducted their own surveillance of Vilma. The investigation revealed that she was
providing CSEM of her own children, in the form of recorded videos and pictures and li ve-streamed
abuse to online offendersfrom the US, Australia and Germany. This material involved contact abuse
directed by Vilma as she communicated with the overseas customers in realtime. Vilma
communicated with her customers around the world through po pular video-enabled social media
platforms and email and charged varying fees for CSEM photos and livestreamed abuse.

Through, the investigation, it was discovered that the children had been abused and exploited over
the span of 5-6 years. One daughter hter remarked in an affidavit that she had been abused in so
many live-stream videos that she had lost count. At the time of rescue, the children were aged 7 to
11.

On September 8, 2016, the PNP impl emented .&hat e
day, the four minor victims 7 Vi | ma 6 s o wh weceheasdueatl.rTherchildren were then placed

in the care and custody of the Philippine Department of Social Welfare and Development (DSWD)
where they received therapy, counselling, psychasocial and other rehabilitation services. They are
now living with a kinship foster parent, availing of government -sponsored kinship support which
includes financial support for education and other development.

Vilma was charged with 1 count of qualified trafficki ng in persons, which carries a life sentence,
along with attendant fines and damages. Although Vilma initially pled not guilty, she had a change
of heart after Prosecution presented strong evidence, and the case ended early through a plea
agreement. On June 6, 2018, Vilma entered a plea of guity to the offence of simple trafficking in
persons and was sentenced to 20 years imprisonment and ordered to pay a fine of PHP 1,000,000
(approx. 20,000 USD) as well as PHP 100,000 (approx. 2,000 USD) in moral damages and PHP
100,000 in exemplary damages to each of her victims.

Foll owing Vilmaés arrest, evidence collected b
additional OSEC customers abroad and additional OSEC traffickers within the Philippines.
Informatio n on the customerswasr ef erred to the relevant count.
folow-up. I nvestigations associated with Vil mads
R. in Germany for associated offenses in 2018, sentenced to fouears and six months imprisonment;
M. Baden in Australia for related charges in 2019, sentenced to seven years and four months
imprisonment; and the conviction of I. Turner in Australia, sentenced to four years and six months in
prison and eligible for par ole after two years. Investigation of additional OSEC customers is still
underway.

This case underscores the global nature of the OSEC crime: how, through the use of technology and
the internet, perpetrators from all around the world can sexually abuse and exploit children.
However, this case also highlights the ability of law enforcement to investigate networks of OSEC
traffickers and customers around the world. With effective referral mechanisms and law
enforcement coordination, abusers, whether trafficke rs or customers, can bebrought to justice and
their victims rescued from ongoing exploitation.
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ESTIMATING THE BASELINE PREVALENCE OF INTERNET-
BASED CSE AND OSEC IN THE PHILIPPINES

This section presents theresults of the analysis of the NCMEC GyberTipline reportsresolving to
IP addresses in the Philippines for the study period, 2010-2017. The first sub-section presents
results of the analysis ofthe raw NCMEC CyberTipline data. The second and third sub-sections
present the results of the mark-recapture analyses, which provide an estimate ofthe total
number of IP addresses used for CSE, beyond those reported to NCMEC. The fourth sutsection
presents the results ofthe in-depth analysis of opentext data within the CyberTipline reports.

1. There was a consistent, sharp rise in the number ofIP addresses linkedto the
Philippines between 2014 and 2017.

2. The estimated number/prevalence rate of IP addresses used for CSE each month grew
more than 12-fold between 2014 and 2017.

3. The estimated number/prevalence rate of IP addresses used for CSE each year more
than doubled between 2014 and 2017.

4. Due to inconsistencies in the quality of the data within the open-ended text fields in
CyberTipline report, it was not possible to estimate the percent of internet-based CSE
that included suspected OSEC activity.

Characteristics of CyberTipline Reports

KEY FINDING #1

There was a consistent, sharp rise in the number of IP addresses linked  to the
Philippines between 2014 and 2017.

During the study period (2010-2017), a total of 125,032 Philippine -based CyberTidine report s
matching the study criteria were reported to NCMEC. These CyberTidine reports identified
193,405 IP addressesresolving to the Philippines, 62% (119,179 of which were unique IP
addresses(i.e., only reported one time) and 38% (74,226) of which were duplicates (i.e., IP
addressesthat were associated with more than one CyberTipline report). Figure 3 shows the
distribution of the number of IP addresses reported to the Philippines each week from 2010
2017. Fewer than 10 Philippine IP addresses were reported prior to late 2011. Between 2011 and
2014, there were small spikes of activity ?” but reporting remained low. Since 2014, however,
there has been aconsistent increase in the number of Philippine IP addresses reported to
NCMEC in CyberTipline reports.

97 During this time period, most ESPs submitted CyberTipline reports in batches. The study team expects that the spikes of activity
are caused by batch submissions, rather than seasonal trends in perpetration of online crime.
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FIGURE 3. Number of IP Addresses Reported to the Philippines Weekly, 2010-2017
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Of all IP addresses reported more than 99% (192,882) were associated with CyberTipline
reports that had been automatically submitted to NCMEC from ESPs, and less than1% (514)
were associated with CyberTidine report s that had beenmanually submitted by ESPs.In other
words, the vast majority of conduct reported to NCMEC was originally detected by digital
algorithms created by ESPs to identify illegal activity on their platforms and were not reviewed
by ESP analysts prior to being submitted to NCMEC.

After being received by NCMEC, mostCyberTipline report s associated with nonUS IP

addresses are aub-referred to the relevantcountry 6 s | aw e withautrfurteemeview. In

this study, over 99% of IP addresses(191,929 were associated with CyberTigdine report s that

had beenauto-referred to the Philippines without review by a NCMEC analyst. Of th e 1,476that

did receive NCMEC review, 79% (1,167 were categorizedby NCMECas fdapparent chil d
pornography, d®odlbGiwearneo tchaetregor i zed as-tfiawvleiine® ent i c
NCMEC analysts confirmed that incidents of what this study defines as OSEC could be

categorized into any of those groups(auto-referred without review, apparent child pornography,

or online enticement pre -travel) .

Lessthan 1% of IP addresses(560) were associated with CyberTidine report s containing
possible new child sexual abuse material (CSAM). Only eight IP addresses were reported as
possibly using a proxy IP address

For more details on the characteristics of the raw NCMEC CyberTipline data, including the
number of IP addresses captured in each fourweek period, see Appendix C.
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FIGURE 4. Links Between IP Addresses in the Philippines and Other Countries
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Monthly Prevalence Estimates of IP Addresses Used for CSE

KEY FINDING #2

The estimated number  /prevalence rate  of IP addresses used for CSE each month
grew more th an 12-fold between 2014 and 2017.

Based on the markrecapture analysis, an estimated 2,723 (95% confidence interval [CI]: 1,516
3,930) IP addresses were used for CSE in the first four weeks of 2014. (Note: Markrecapture
estimates include IP addresses r@orted to NCMEC plus an estimate of those not reported.) By
the last four weeks of 2017, the estimated number of IP addresses used for CSE grew to 37,735
(95% CI: 33,31842,151).

The total number of IPv4 addresse$® assigned to the Philippines (about 5.485 million) has
remained relatively steady since2011.99.190 Thus, the growth in prevalence rateof IP addresses
used for CSEis proportional to the growth in number of IP addresses used for CSEIn the first
four weeks of 2014, about five in every 10,000 IP addresses wereused for CSE.But by the last
four weeks in 2017, an estimated ® in every 10,000 IP addresses were used for CSE.

Figure 5 shows how the estimated number of IP addressesused for CSEchanged from 2014 to
2017. Each point on the line represerts the estimated number of IP addressesused for CSEin

the four-week period prior to that day. This figure shows that with the exception of a short but
notable spike in mid-2014, the estimated number of IP addresses used for CSE wavered between
3,000-10,000 per month in 2014 and 2015. Between the beginning of 2016 and the end of 2017,
however, the estimated number of IP addresses used for CSE roughly quadrupled, growing from
less than 10,000 per month in early 2016 to more than 40,000 per month at some per iods of
2017.(SeeAppendix D for a table ofthe estimated number of IP addressesused for CSEin each
four-week time period between 2014 and 2017)

% Note: To calculate prevalence rates, the study team decided to use the number of IPv4 addresses, excluding newer IPv6
addresses. The reasons for this are two-fold. First, visible IPv6 addresses make up a small percentage of the entire market in the
Philippines. As of 2018, fewer than 70,000 IPv6 addresses in the Philippines were visible. Second, very few IPv6 addresses (144)
were identified in the NCMEC data set. Thus, it seemed simpler to remove IPv6 addresses from the data set and calculate
prevalence only for IPv4 addresses.

% Mulingbayan, A. (2018.) APNIC Update for the Philippines. Retrieved from https://www.slideshare.net/
apnic/phnog-2018-apnic-update

100 palal, M. (2019.) IPv6: Powering the Next-generation Internet. Retrieved from http://philv6forum.org/
blog/ipv6-powering-the-next-generation-internet/
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FIGURE 5. Estimated Number of IP Addresses Used for CSE in Each Four-Week Time Period
between 2014 and 2017
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KEY FINDING #3

The estimated number  /prevalence rate  of IP addresses used for ~ CSE each year
more than tripled between 2014 and 2017.

Based on the markrecapture analysis, the estimated number of IP addresses used forCSEhas
risen from around 23,333 (95% CI: 22,314-24,352) in 2014 to 81,723 (95% CI: 80,188-83,259)
in 2017.This corresponds to a growth in the prevalence rate fromabout 43 out of every 10,000
IP addressesbeing used for CSEin 2014 to 149 out of every 10,000 IP addresses being used for
CSE in 2017

Figure 6 is similar to Figure 5 except that each point on the line represents the estimated
number of IP addressesused for CSEin the year (365 days) prior to that point. The point on the
line above the 2015 tick mark represents the estimated number of IP addresses used for CSE in
2014, and the point on the line above the 2017 tick mark represents the number of IP addresses
used for CSE in 2017.Like the monthly estimates, the yearly estimates show a relatively steady
number of IP addresses used forCSEin 2014 and 2015, with a sharp increase inthe number of
IP addressesused for CSE occurring between 2016 and2017.(See AppendixD for a table of the
estimated number of IP addressesused for CSEin each 365-day time period between 2014 and
2017.)
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FIGURE 6. Estimated Number of IP Addresses Used for CSE in Each 365-Day Time Period between
2014 and 2017
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KEY FINDING #4

Due to inconsist encies in the quality of the data within the open -ended text fields
in CyberTipline report s, it was not possible to estim ate the percent of internet -
based CSE that included suspected OSEC activity.

As discussed in theMethodology, the study team tried to determine the percent of all
CyberTipline report s that were associated with suspected OSEC activityy reviewing a random
sample of 2,255 CyberTifdine report s that contained at least some openended text. However,
due to inconsistencies in the quality of the data within the open-ended text fields, the team was
not able to classify the vast majority (about 80%) of the 2,255 CyberTipline reports they
reviewed. As a result, researchers were not able to gather enough data to accurately report on
the percent of IP addressesthat were associated with suspectedOSECactivity . With t he data
that were collected, any analyses would have hadow confidence levels and high margins of
error. The team did not feel confident that the analyses would produce meaningful results, so
this portion of the analysis was ultimately abandoned.

However, the teamwas abletoanalg e t he anecdot al data collected i
notes. Three interesting findings arose from that
indicated that at least 731 CyberTipline reports contained chat logs. In about 71% (516) of the

chat logs, the primary language used was Tagalog or Filipino (apart from certain sexual

references which tended to be in English). Most of the chatlogs contained in these CyberTipline

reports were too short for researchers to determine whether these CyberTipline reports were

cases of OSEC vs. other types dfternet based CSE. However, this suggests that theremay be a

population of domestic, or at least Filipino - or Tagalog-fluent, offenders engaged in some type of
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CSEM sharing that has been relatively unaddressed ly law enforcement. IJM OSEC
investigation experts theorize that these offenders arenot engaged in OSEC, as it is defined in
this study, because any Philippine-based offender with enough money to purchase OSEC could
also afford to engage in contact abuseRather, this finding likely points to the great variety of
types of internet-based CSE found in NCMEC CyberTipline reports and the importance of
distinguishi ng OSEC prevalence from the prevalence of internetbased CSE.

Second none of the CyberTipline reports reviewed involved the sharing of videos or
livestreaming abuse, despite the fact that these are common practices among OSEC customers
and traffickers. 191 A couple of CyberTipline reports included extended chat logs in which the
users indicated their intent to switch platforms to begin a video chat, but the content of the
video chat was not picked up in the report since it occurred on a different platform t han the one
reporting the incident.

Finally, about 18% (405) of the CyberTipline reports reviewed by the criminal analysts reported
on viral images or memes, despite the fact that NCMEC had removed from the data set all
CyberTipline reports labeled by the reporting ESP as containing viral/meme images. This
highlights how variations in the way ESPs submit reports can impede research efforts. NCMEC
CyberTipline reports include an optional question that ESPs can answer to indicate that the
report contains vir al/meme images. However, ESPs may choose to skip that question and
instead inform NCMEC that the re port contains viral/meme images in one of the open-text
fields. Because the opentext fields cannot be automatically coded like the close-ended fields
can, these CyberTipline reports do not get labeled as containing viral/meme images, and so the
final data set included many mislabeled CyberTipline reports. The second and third anecdotal
findings from t he cpointtothersedéd foaimadved sdensifidation oft e s
internet -based CSEand more standardized methods of CyberTipline reporting by ESPsto

i mprove the NCMEC dataods value for research.

ASSESSING THE NATURE OF OSEC

This section presents the results of thein-depth review of PNP WCPC and NBI-AHTRAD OSEC
case fileshetween 2010-2017. A total of 92 case files werereviewed, including: 21 casereferral s
for casesthat had beenreferred to PNP WCPCby international law enforcement agencies but
not yet investigated by Philippine law enforcement; 28 investigation file s for casesthat had been
investigated by Philippine law enforcement but had no corresponding international law
enforcement agencycasereferral; and case referrals and investigation files for 43 cases that
were both referred to Phili ppine law enforcement by internati onal law enforcement agencies
and investigated by Philippine law enforcement.

The case file review results are broken intofive sub-sections. The first sub-section presentsdata
about how Philippine OSEC cases were initated. The second third , and fourth sub-sections
present data about the typologies of OSEC victims, customers, and traffickers, respectively The
fourth sub-section presentsdata on the offending process such as the language and platforms
used to communicate, the types of CSEM exchaged, and theamount of money exchanged

101 See results from the review of Philippine law enforcement case files, particularly the section on the offending process, in the next
section of the report.
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1. The majority (64%) of Philippine OSEC cases were initiated by referrals from
international law enforcement agencies.

2. The annual number of cases referred to and/or investigated by Philippine anti -

trafficking units increased sharply and consistently from 2014 (1 case) to 2017 (43

cases).

The characteristics of OSEC victims were distinct from those of victims of

establishment-based sexual exploitation of children.

OSEC was wually a family -based crime.

Without intervention, the abuse usually lasted for years.

Customers tended to be older men.

Customers tended to be from Western countries, although many had traveled to or

lived in the Philippines at some point in time.

8. There was an avernge of two traffickers per case.

9. Traffickers tended to be younger Filipina women, often family members of the victims.

10. Most criminals who got caught communicated in English.

11. The crime occurred on the surface of the internet.

12. There appears to be dinancial motivation to the crime for most facilitators of OSEC.

w

Noo s

OSEC Case Initiation

KEY FINDING #1

The majority (64% ; 59 cases ) of Philippine OSEC cases  were initiated by  referrals
from international law enforcement agencies.

Most Philippine OSEC cases began with referrals from international
law enforcement agencies. Another large portion of cases (22%; 20
cases) started with information provided by a non -governmental
organization (mostly referrals from IJM). The remaining case s were
initiated by information provided by private citizens (5%; 5 cases), the
Philippine Department of Justice Office of Cybercrime (5%; 5 cases),
LI;\TVTIEE:E:;::::I:I;‘IT proactive Philippine law enforcement investigative efforts (2%; 1 case),
and other means (2%; 1 case).

Of cases initiated through international law enforcement referrals, most came from the United
States (31 cases; 55%), Nordic Liaison Office2 (NLO; 13 cases; 22%), and Australia (7 cases;
12%). Others came from the United Kingdom (7%; 4 cases), Canada (2%; dase), and New
Zealand (2%; 1 case).

192 The Nordic Liaison Office covers Denmark, Finland, Iceland, Norway and Sweden.
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KEY FINDING #2

The annual number of cases referred to and/or investigated by Philippine anti -
trafficking units increased sharply and consistently from 2014 (1 case)to 2017 (43
cases).

Although the total number of cases(92) was smadl for an eight-year time period, it representsa
growing trend in the number of OSEC cases referred to and investigated by Philippine law
enforcement. The majority of the growth occurred after 2014. (See Figure7.) Between 2010 and
2014, only 10 OSEC casewere referred to or investigated by Philippine law enforcementd
usually just one or two cases per year, with a small uptick of six cases in 2013. Between 2015
and 2017, the number of OSEC cases nearly doubled everyear, ending with 43 cases referred or
investigated in 2017. Of all cases referred to or initiated by Philippine anti-trafficking units

during this time period, 77% (71 caseshad resulted in a rescue or arrest operation by the end of
2017.

FIGURE 7. Number of OSEC Cases Referred to and/or Investigated by Philippine Law Enforcement
by Year, 2010-2017
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40 to and/or investigated by Philippine (43 cases)

anti-trafficking units increased
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OSEC Victim Typology

Philippine and international law enforcement agencies identified 381
o 3 8 1 victims 103in 90 OSEC case®* investigated between 2011 and 2017. That
' et represents an average of more ttan four victims/case, with 10 cases
victims involving 10 or more victims. Three key findings arose from the case file
data about victims.

103 The "total # of victims" includes all victims identified in the international law enforcement referral or the Philippines investigation.
Where a victim identified in the Philippines investigation was known to be the same as a victim identified in the international law
enforcement referral, this was counted as a single victim. Where there were discrepancies between referral and investigation data
about the same victims (e.g., the referral reported the victim was 8 years old and the investigation reported the victim was 7 years
old), investigation data were used in the analysis. This was because case referrals often contained estimates or best guesses for
victim information, while investigations usually contained more accurate data.

194 "Total number of cases" excludes two cases for which the total # of victims in the referral was "Unknown" and either there was no
Philippines investigation completed or no victims were found during the Philippines investigation. One case had an unknown number
of victims in the Philippines investigation but a known number of victims in the referral. 15 cases had an unknown # of victims in the
referral but a known number of victims in the Philippines investigation. These 16 cases where the number of victims in either the
referral or the Philippines investigation, but not both, were unknown were included in the analysis.
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KEY FINDING #3

The characteristics of OSEC victims we re distinct from those of child victims of
street and establishment  -base d sexual exploitation (CSEC).

Philippine law enforcement agencies and non-profit
organizations have been fighting street and
establishment-based sexual exploitation of children
for decades and have learned a great deal about the (o) (o)
victims of these crimes. However, much less has been 86A 1 46
published on the victims of OSEC. In presenting the
findings from the case file review, the study team
decided to compare these findings with data on CSEC
victims to highlight the different approaches needed R HiRLE
when working with t his population. Statistics on CSEC
victims are based on the
supporting the Government of the Philippines in
combatting CSEC from 2001 to 2016.
FIGURE 8. Heat Map of OSEC Victim Locations

While victims of CSEC were almost all (96%) female,
a significant number of OSEC victims (14%; 53
victims) were male. Victims of OSEC also tended to
be much younger than CSEC victims. The average
age of OSEC victims at the time of referral or
rescuet® was 11 years old, with ages ranging from
less than one year old to 31 years ol&PS. In
comparison, the average age of CSECistims at the
time of rescue was 19 years old, with ages ranging
from 4 to 35 years old!?”. Finally, whereas CSEC
victims were often found in CSEC hot spots OSEC
victims were far more dispersed. As shown in Figure
8, OSEC vttims have been found throughout the OSEC Victims
Philippines. The highest density of OSEC victims -4

was found in the National Capitol Region (NCR). -=G5.05
However, this is to be expected since the population 26-44

of NCR is almost three times higher than the next 45-109
most populated province in the Philippines.

195 Note: Because data on victims come from both case referrals and investigations, some ages are for victims at the time of referral
and others for victims at the time of rescue.
106 Note: Of the 381 victims identified in the OSEC case files, 41 were 18 years or above. Although these victims are not minors (as

required by the studyods definition of OSEC), they ar eandweiel | consi der

thus included in the analyses. All but two adult victims were identified in cases that also involved minor victims. The two adult victims

that were not identified in a case that also involved minor victims were identified together and were both 18 years old at the time of

their rescue.

197 Note: Although victims of OSEC and CSEC are, by definition, children, it is not uncommon to find adult victims of the same types

of abuse when investigating these crimes against children. Law enforcement counts these as victims of OSEC even though they are

not children. This study found that 6% of all OSEC victims were 18 years or above at the time of rescue or case referral.
Comparatively, 62% of all CSEC victims i denteatthetimelofrescueough | JMds
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KEY FINDING #4
OSEC was usually a family  -based crime.

@ 41%
. Biological parents
Biological parents facilitated the abuse of 41% ' ' Sl B

of all victims (89 victims), and other relatives 42%
facilitated the abuse of another 42% of victims P
(90 victims108), Furthermore, many children
experienced OSEC victimization alongside
other family members. Of the 285 victims that ' . ‘ ‘

had been rescued, about 96% (275 victims) ' ' ' '

were rescued at the same time as at least one
other person. Of these, 40% (110 victims) were
siblings, and another 13% (36 victims) shared

some other familial relationship (e.g., cousin). 4+ average

The relationship between victims rescued victims per case
together was unknown for 39% of victims (106

victims).

KEY FINDING #5 AR AR

Withouti ntervention, the abuse often
lasted for years.

Among the 43 victims for whom the exact length of abuse was known, the average length of
abuse was two years, with length of abuse ranging from two months to four years. Just over 20%
of these victims (9 victims) were abused for one year or less; 47%20 victims) were abused for
one to two years; and 33%(14 victims) were abused for three to four years. There did not seem
to be any correlation between the age of the victim and the length of the abus@ childr en as
young as six years old had been abused fofour years, and victims as old as 20 years old%
reported being abused for only 2 months. However, because length of abuse is primarily self
reported, we lack data on most children under the age of six yearsold. Further research is
needed to better understand the victimology of OSEC survivors.

OSEC Customer Typology

OSEC customers are theoffenders who drive demand for new sexual abuse and exploitation of

children by instructing and paying in -person traffick ers to exploit children. OSEC customers

also produce CSEM when they direct sexual abuse remotely and when they entice, solicit, or

coerce minors to produce sexually explicit videos and images for their personal consumption

and distribution. Although they are offenders, they are referred to in thisreport as ficust omer s o
to easily distinguish them from traffickers and highlight the commercial nature of their crime

Customers are not the primary focus of Philippine law enforcement OSEC investigations.
Rather, Philippine law enforcement focuses on gathering evidence against in-country OSEC
traffickers for the purposes of prosecution. Therefore, this study was limited in its ability to
capture data on the offenders engaged as OSECQustomers who have purchasedCSEM from the
Philippines. Of the 64 cases that wele referred to Philippines law enforcement from another law

1% These statistics were calculated for the 217 victims for whom the relationship between the victim and the trafficker was known.

199 Note: Of the 381 victims identified in the OSEC case files, 41 were 18 years or above. Although these victims are not minors (as

requi red by the studyds definition of OSEC), they are stiwele consi der ec
thus included in the analyses. All but two adult victims were identified in cases that also involved minor victims. The two adult victims

that were not identified in a case that also involved minor victims were identified together and were both 18 years old at the time of

their rescue.

Online Sexual Exploitation of Children in the Philippines 51



enforcement agency, only 44 cases had data about the international customers of the crime, and

each of these cases does not necessarily representumique customer. For example, if an

international law enforcement agency caught a customer in its jurisdiction and found evidence

that he had been communicating with five different Philippine OSEC traffickers, these might

have been sent to Philippine law enforcement as five different referrals, or as a sngle referral,
depending on the referring agencyds policies and
referrals can give us a rough understanding of customers of OSEC.

KEY FINDING #6

Customers tended to be older men.

All known customers were male. Fewer than half of all referrals contained
data on the customeros age. Of the
on the customersodo age, most cases
between 50-59 yearsof age, with the youngest customer age reported as 40

ears and the oldest as 72 years.
Y y MALE

KEY FINDING #7

Customers tended to be from Western countries, although many had traveled to or
lived in the Philippines at some point in time.

Most cases refered to the Philippines involved
customers from the United States (15 cases), Sweden
(11 cases), and Australia (7 cases). Customers from
the following countries were mentioned in one to

three cases each: Canada, Ireland, Israel, the
Netherlands, Norway, and the UK.110H owever, not

all customers were based in their country of origin
during the abuse. Two cases involved customers that
were based in the Philippines while they were
purchasing OSEC material, and five cases involved
customers who moved back and forth between the
Philippines and their country of origin during the
abuse. However, customers in only two of these cases
had a known history of contact abuse of children in the Philippines.

7 AUSTRALIA

Regardless of customerso6 | ocat9ofrcaseqldcasesy t he ti me
involved customers who were known to have traveled to the Philippines at some point in their

lives, and 9% of caseq4 cases)involved customers with a known history of contact abuse of

children in the Philippines.

OSEC Trafficker Typology

Traffickers are the people who provide, obtain, and recruit victims for customers, accept
payment for the exploitation, and commonly commit or direct the contact abuse of the child for
remote viewing.

110 These data likely tell us more about the way international law enforcement agencies find cases of OSEC and share information
with Philippine law enforcement than about the number of customers that exist in each country.
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KEY FINDING #8
There was an average of two traffickers per case.
Philippine law enforcement identified 141 FIGURE 9. Trafficker Teams

traffickers in the 71 cases that they
investigated between 2011 and 2017. That

. All female —
represents an average of two traffickers per traffickers
case, with the number of identified 36%
traffickers per case ranging from zero!1lto
11. Of the 39 cases for which there were All male
multiple traffickers, 51% (20 cases) involved traffickers
mixed gender groups of traffickers, 36% (14 8%
cases) involved all female traffickers, 8% (3 All transgender
cases) involved all male traffickers, and 5% traffickers
(2 cases) involved dl transgender 5%

traffickers. 112

KEY FINDING #9

Traffickers tended to be younger Filipina women, often family members of the
victims.

27 96%

years old

FEMALE MEDIAN AGE FILIPINO

66% of traffickers Traffickers ranged  Only five traffickers
were female. in age from 15 to were foreign
76 years old.* nationals.

111 Note: There are two situations in which a case may result in zero traffickers. First, the law enforcement investigation may fail to

identify a local trafficker despite indications that one was involved. Second, the law enforcement investigation may positively

determine that the child was used directly by the remote offender. RA 9208 as amended by 10364 prohibits, as a trafficking in

persons offense, the Auseéof a childéfor the production of pornogr afy
when no Philippine trafficker is identified, the foreign subject who communicated with and used the child to produce the CSEM is

considered the trafficker for purposes of Philippine law. In that sense, the Philippine criminal justice system does not bring a

trafficker before the court, but the child is still a trafficking victim without the involvement of a local trafficker.

112 The term ftransgenderois used to describe people whose gender presentation differs from the sex they were assigned at birth.
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Traffickers ranged in age from 1513to 76 FIGURE 10. Heat Map of OSEC Trafficker
years old, but the median age was 27 Locations

years. More than 65% of traffickers (93
traffickers) were female, with another 31%
(44 traffickers) being male and 3% (4
traffickers) being transgender. As noted
previously, most traffickers were relatives
of the victims. The vast majority of
traffickers (97%; 136 traffickers) were
Filipino, but five traffickers were foreign
nationals from Australia, Japan, or the S
United States. As with victims of OSEC, &
traffickers of OSEC were found -
throughout the Philippines. As would be
expected, traffickers usually lived in the
same province as their victims. (See

Figure 10.)

The casework data available to the study OSEC Facilitators
team did not include statements, social - -3

histories, or other background details - 4-5

provided by arrested traffickers. This is 6-21

due in large part to Philippine justice
system restrictions on interviews of
subjects under law enforcement
investigation. Therefore, little is known
about what factors influence traffickers to
choose to engage in OSEC.

22-38

Observers may speculate hat prior victimization 1 absent justice system driven rescue and
intervention i may cause later OSEC criminality. However, the data do not support such a
hypothesis. Based on the limited data availeble in case files, fewer than 5% (6 traffickers) of all
traffickers were identified in the case files as former OSEC victims. Of the few victims-turned -
traffickers that were identified, all were female, and half were 21 years old or younger. The ages
of the other half were unknown. Given that OSEC has been wi@ly acknowledged by law
enforcement just within the past decade and the technology to facilitate OSEC has become more
accessible in recent years, it makes sense that most victimgurned -traffickers wer e young. Given
that this data was not intentionally col lected in law enforcement case files, it is also possible that
more OSEC traffickers were former victims and the data simply were not recorded. The study
team does not suggest that a causal relationshp between victimization and subsequent
criminality exis ts. Rather, the study team calls for additional research to better understand if,
how, and why early childhood abuse correlates to later OSEC offending, particularly within the
Philippine social and cultural context.

113 Note: Philippine law provides for minor offenders (less than 18 years of age) to be classified as children in conflict with the law
(CICL) and receive non-criminal interventions under the custody of the Department of Social Welfare and Development.
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FIGURE 11. Locations of Victims Rescued
and Suspected Traffickers Arrested

Figure 11 provides an overlap of the two heat maps from
Figures 9 and 10. Notably, law enforcement has rescued
victims in more areas than areas inwhich they have
arrested suspects. This is indicative of a gowing victim -
centric approach to OSEC investigations, in which law
enforcement appropriately prioritizes victim rescue and

z child protective actions, even when a timely arrest
cannot be made.

‘ OSEC Offending Process

,/‘ The way OSEC is committed (e.g., what patforms are
used to communicate or exchange materials/money,

P what materials are exchanged, and the cost of the
materials) is jointly determined by the customer and the
t trafficker. In Philippine la w enforcement investigations,
t he fAcust omer ounderaoser investigatbrl y an
(UCI) posing as a customer online. To ensure that
@ Victims & Traffickers Philippine investigative processes are not confused with
real customer 6s offending proces
offending process was analyzed separately, based on the source of thaata international law
enforcement referral (64 cases) or Philippine law enforcement investigation (59 cases). Some
key themes arose from both sources of data.

Victims Only

E— -
SURFACE OF w FINANCIAL E%
THE INTERNET ® MOTIVATION . >4
Most traffickers Evidence was
communicated and able to confirm that
ENGLISH exchanged materials there was a commercial
All traffickers with customers on the surface of element (e.g. exchange of CSEM for
communicated the web (as opposed to the dark money) in 83% of all cases.

in English. web).

KEY FINDING #10

Most criminals who g ot caught communicate  d in English.

In both referral - and Philippine investigation -based datasets, alltrafficker s'*communicated
with the customer or UCI in English. This finding gives credence to anecdotal evidence from

114 This figure excludes the 33% of referral-based cases, for which there was no trafficker or for which the language of
communication was not reported in the referral, and the 12% of Philippine investigation-based cases, for which the UCI and
trafficker never communicated directly.

Online Sexual Exploitation of Children in the Philippines 55



many anti-trafficki ng experts that the Philippines' large English-speaking population is a key
enabling factor in the commission of OSEC. 115

KEY FINDING #11
The crime occurred on the surface of the internet

Most traffickers communicated and exchanged materials with customers on the surface ofthe
worldwide web (as opposed to the dark web) Often, they used platforms, such as social media or
personal messaging sites, email, dating websites, or adult websiteg16with basic privacy
techniques, such as requiring a password, but did not use more advanced anonymization
techniques.

In the 59 Philippine investigation cases,1’only one trafficker was known to have used an
anonymization technique, such as a VPN. For andher 36% of cases(21 cases) law enforcement
did not know if they used an anonymization technique. But in another 63% of cases (37 ases)
traffickers were known to be operating without the use of any anonymization.

KEY FINDING #12

There appear ed to be a financial motivation to the crime for most traffickers of

OSEC. Evidence confirmed that there was a commercial element (e.g., exchage of CSEM for
money) in 83% of all cases(49 out of 59 Philippine investigation cases and 53 out of 64
international law e nforcement referrals 119). Although the amount of money exchanged varied
vastly from case to case, even the smallest exchanges were equlent to days, if not weeks, of
pay at the Philippine minimum wage.

15 varella. (2017). Live streaming of child sexual abuse: Background, legislative frameworks and the experience of the Philippines.
ECPAT International Journal, 12, 47-61.

116 See Appendix E for details on which types of platforms were used for communication vs. exchange of materials.

17 Referrals rarely, if ever, reported on the use of anonymization techniques, so this data was not collected for referral cases.

118 Under Philippine law, the exchange of money or goods is not a required element in the criminal trafficking offense of CSEM
production (including OSEC).
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SPOTLIGHT Survivors of OSEC: What Do We Know?

A Philippines Aftercare Spotlight

IIM has assisted the authorities in the rescue of 571children in 171cases of OSEC in the Philippires
as of the end of 2019119 In all these cases, IIJM collaborates closely with the Philippine

Governmentd6 s Department of Social WelahddNG®@ pagnerdtoDe v e
provide comprehensive, trauma-informed aftercare services, including collaborative case
management, therapy, education and economic empowerment, and legal assistance.

What are the Aftercare Challenges?

As discussed in the OSEC victim typology section of this report, OSEC survivors largely represent a
different demographic than sur vivors of street and establishment-based sex trafficking (CSEC).
Over the previous two decades, the Government of the Philippines and private aftercare agencies
developed a strong system of care for CSEC survivors, whwere mainly comprised of girls in the ir
late teens, but survivors of OSEC include more boys, younger children, and mixedgender sibling
groups. The unique nature of OSEC victimization poses challenges for the restoratiort2° of young
victims of the crime, in particular for those whose families o r relatives were involved in the
exploitation and abuse. In the Philippines, 1IIM and DSWD are collaborating closely to provide
services for these survivors, challenges have been identified in the existing system of care that are
being addressed at the individual, family, community a nd system levels.

When Philippine law enforcement identifies and removes children from situations of abuse, they are
placed in the protective custody of the DSWD, the government agency responsible to care for
children in need of special protection. IJM and its partners collaborate to ensure a trauma-informed
approach to supporting OSEC survivors through the system; this includes victim-sensitive
approaches during inquest and legal proceedings to reduce retraumatization 121and strong
collaborative case managment through the recovery and reintegration process.

While there have been strong efforts to respond to the needs of OSEC survivors, there is still a need
for expanded options for this demographic of children when they are placed in DSWD protective
custody. Few residential care shelters will accept mixed-gender sibling groups and shelter
placements for boys are quite limited. IIJM -assisted OSEC casework has also included infants and
toddlers. Aftercare options for this populati on are even more challenging as very young children
may be more likely to experience positive aftercare outcomes in a family-based setting such as
kinship or foster care; expansion of these care options is needed while children await reintegration.

119 Note: this represents the totals for all OSEC casework IJM has supported from 2016 i 2019, so these numbers will differ from
the totals included in the casefile review section of the report which is limited to the study years of 2010-2017.

1201 3M defines restoration to be when a survivor is able to function in society with low vulnerability to revictimization.

121 See Spotlight: Promising Practices in Prosecution on p. 68.
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More critically, IJM and partners have found that the safe reintegration of children back into their
communities and families of origin can pose many challenges. OSEC survivors often return into
settings where family and community members tolerated or supported the crime without
understanding or acknowledging the severe harm that OSEC causes. Reintegration without
thorough safety assessments and support services in place for families and communities could leave
children vulnerable to revictimization.

Survivors of child sexual abuse oftenexperience complex trauma, which describes both exposure to
multiple traumatic events (abuse, neglect, etc.) and the wide-ranging, long-term impact of this
exposure!2Compl ex trauma can i mpact a c linclddidgcegnitbe, v e
physical health, and the ability to form secure caregiver attachments and healthy peer relationships.

The complex nature of OSEC as a crime presents additional challenges to trauma recovery. This
includes an unknown element of potential ongoing revictimizatio n;t her e i s no cl e:
abuse when images and videos continue to recirculate on the internet accessible to an unknown
number of perpetrators. This may make it difficult for a survivor to resolve or identify an end to th e
abusel23124 The young ageof many OSEC victims also makes disclosure of the abuse difficult. Not
all survivors, especially very young children, are aware of what is happening to them during online
exploitation or that they have even been exploited.125126 As noted, a large percentage of cases
involve trafficking by family members, which results in care challenges when survivors are removed
from their homes and placed in protective custody. When parents and family members are involved
in the abuse, this reaults in confusion, betrayal, shame, and broken trust. Another layer of trauma
involves child victims who may have been coerced or forced to engage in sexual contact with another
child (including siblings) as directed to do so by a trafficker. Additionally, survivors often struggle
with guilt when the abuser is a family member and is incarcerated, especially if they testified against
them in the trial process.

Addressing the Challenges

Strengthened Alternative Care: As OSEC survivors are often young children and sibling groups who
are removed from their homes and await per man
custody, it is critical to ensure that systems of care follow best practices with the best interest of the
child in mind. The United Nati ons promotes making an effort to keep a child in the care of their
family/ kin or, when that is not possibl e, i n
sol utions are sought. The UNG6s Gui del i ntalernativer
care for young children, especially those under the age of three years, should be provided in family
based alternative care settings. Alternative care includes informal and formal kinship care, foster
care, and other family-like residential care placements. Siblings should not be separated by
placements unless there is a clear risk of abuse or other justification in the best interests of the

child 127, Strong assessments that take best interest of child and their needs into consideration are
critical when considering alternative care placements for OSEC survivors, given the complex
dynamics of the abuse.

IIM collaborates with the DSWD and other partners in the Philippines to follow these best practices
to strengthen alternative care options for OSEC victims, including strengthening of the existing
national foster care system to care for OSEC survivors and expanding assessment and placement
options for boys and sibling groups, in order to protect children while permanent care solutions are
found.

122 National Child Traumatic Stress Network. Complex trauma. Retrieved from www.nctsn.org/trauma-types/complex-trauma.

ZLeonard, Marcella Mary (2010). ifildnddtd twihedanpadtoidéng a vittimrokidernetd t o do bu
offending, Journal of Sexual Aggression, 16:2, 249-256.
2Martin, Jennifer (2014). #Altodés Just an I mage, Right?0: Practitione

Effects on Victims, Child & Youth Services, 35:2, 96-115.

%United Nati ons Ch iQhitll sagety ondine: FSlobalchalle@geslamd)strategies. Retrieved from https://www.unicef-
irc.org/publications/650

126 Martin, J. (2015). Conceptualizing the harms done to children made the subjects of sexual abuse images online, Child & Youth
Services, 36(4), 267-287.

127 United Nations. (2010). Guidelines for the Alternative Care of Children. Retrieved from
https://www.unicef.org/protection/alternative _care Guidelines-English.pdf
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Family and Community -Based Reintegration Services: When possible, efforts are made to keep
children in the care of their biological families or relatives. Engaging and strengthening community -
based services, particularly for families of OSEC survivors who are reintegrating back into their
communities, is critical to creating a protective environment for children. 1JM and local partners
coordinate closely to ensure strong family services and supports are available and accessible;
specifically, parents of OSECsurvivors have benefited from community -based psychoeducation
services that build the capacity of families to strengthen protective factors for children that will
support their restoration journeys and reduce the likelihood of revictimization.

Aftercare service providers must conduct strong home assessments and engage support services in
the community that respond to the needs of both survivors and families; this includes multi -
disciplinary, collaborative case management with strong follow -up, awareness-raising on child
protection laws and accessing social services, and educating communities and families on the
impact of OSEC as a crime on victims and the risk of prosecution for perpetrators.

Trauma-Focused Interventions

The impact of child sexual abuse is affected by the duration of abuse, severity of abuse, age of child
when abuse occurred, and relationship with perpetrator of the abuse; for OSEC survivors, level of
trauma will also vary according to these factors. Sensitive facilitation of disclosure conducted by
trauma-informed, victim -sensitive professionals is critical in order to address trauma in children as
they begin to understand what happened to them. When a survivor has experienceal abuse by
trusted adults, siblings, or relatives and/or has subsequently been placed in protective custody, a
child faces additional complex trauma impacts; practitioners and caregivers should be equipped
with interventions to rebuild trust and attachment between a child and adults, especially for
younger children.

IJM and partners are investing in building the skills of service providers and practitioners to
address these needs through improving trauma-informed care, strengthening trust and attachment -
based interventions, and increasing access to trauma therapy resarces. However, better
understanding the complexities of the impact of OSEC, including the potential for recurring
revictimization when abuse images recirculate online, is still a critical need in order for mental
health professionals to address the risk d re-traumatization and to create or adapt existing trauma
frameworks and treatment modalities to work with OSEC survivors. 128 As the Philippines
Government and its partners are restoring OSEC suwivors, they are collaboratively developing
approaches that will be valuable tools for serving victims in other contexts; this include
collaborative case management and the strengthening of a traumainformed system of care that will
address the needs of savivors from rescue to restoration.

128 Martin, J. (2015). Conceptualizing the harms done to children made the subjects of sexual abuse images online, Child & Youth
Services, 36(4), 267-287.
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This section presents the results oftwo separate data collection/analysis efforts: one exploring
global data on law enforcement OSEC caseshat had beenreferred from one country to another;
and one examining NCMEC data on CyberTipline reports that had been reviewed by NCMEC
analysts, classfied asinvolving incidentsof A onl i ne edandimade availakie to more
than one count r y.Bethdata eollecionfeffortsoverenfecnsed ondata from
within the baseline time period (2010-2017).

1. According to global law enforcement data, the Philippines wasthe largest known
source of OSEC cases.

2. The Asia/Pacificregionwast he t hird | argest source of
CyberTipline reports .

According to global law enforcement data,t  he Philippines was the largest known
source of OSEC cases.

Four law enforcement agenciesfrom around the world shared with the study team the total
number of OSEC cases they referred to another contry between 2010 and 2017.These agerties
included the Royal Canadian Mounted Police (RCMP), the United Kingdom National Crime
Agency (NCA), the United States Federal Bureau of Investigation (FBI), and the Nordic Liaison
Office (NLO) representing Norway, Sweden, Denmark, Finland and Iceland. The dataon cases
were then disaggregated by country to which the OSEC case was referred.

Thesedata seemed to verify what OSEC investigators have long acknowledged that the
Philippines is an OSEC hotspot. The cae data from the four global law enforcement agencies
identified sevenOSEC source countries between 2010 and 2017. (Figurd2 lists these OSEC
source countries and shows the number of OSEC cases referred to eachTjhe Philippines
received more than eight times as many referrals as any other countryidentified . As mentioned
in the Methodology section, failure to appear on this list does not indicate that a country does
not have an OSEC problem, but presence on this list isevidence of at least some incidents of
OSEC.
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FIGURE 12. OSEC Source Countries Identified by Global Law Enforcement Case Data
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NCMEC identified 3,005 CyberTipline reports categ
made available to foreign law enforcement in more than one country between 2010 and 2017.

The majority of these CyberTipline reports were made available to foreign law enforcement in

two countries, but a handful were made available to foreign law enforcement in three or more

countries.

Figure131 i st s all the regions to which fAonline entice
available to law enforcement. Themaj or ity of Cyber Tipline reports r
ent i ce B225) tvére nfade available tolaw enforcement agenciesin North America . Europe
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reports. North America and Europe are known to be home to many OSEC customers but may

have many OSEC traffickers and victims as well}?® Asia/Pacific, the region in which the

Philippines is located, had the third highest number (81 9) of multi -country i o n | i neemeemttd c
CyberTipline reports globally. This region includes a mix of countries that may have a

129 WePROTECT Global Alliance. (2018). Global Threat Assessment 2018: Working Together to End Sexual Exploitation of Children
Online. Retrieved from: https://staticl.squarespace.com/static/5630f48de4b00a75476ecf0a/t/5a83272c8165f5d2a348426d/
1518544686414/6.4159 WeProtect+GA+report.pdf
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combination of OSEC customers and traffickers or victims (Australia, New Zealand, Singapore,
Hong Kong, South Korea, and Japan) and countries that likely have far more OSEC traffickers
and victims than customers (Philippines, Thailand, Indonesia, Malaysia, Vietnam, and
Cambodia).

FIGURE 13. Regions Receiving NCMEC CyberTipline Reports Involving Two or More Countries
Related to “Online Enticement of Children”
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- Wrestling with the Key Findings




Overall, the data from all three parts of this study suggest that OSEC is a growing problem in the
Philippines, perpetrated by a unique type of offender and affecting very young children.
However, due to the experimental nature of the study design and significant limitations on the
quality of the data available, there is room to critique and improve upon the approaches used in
this report. Below is a discussion of the main findings, which includes the strengths and
weaknesses of the results and akrnate interpretations. The study team acknowledges that there
is room to discuss and debate some of the conclusions, and we present this section as a start to
that discussion.

Reports of OSEC and other forms of Internet-based CSE are
increasing in the Philippines

The last decade has seen a dramatic increase in reportingf suspectedCSEM sharing and OSEC
in the Philippines, as evidenced by the following:

1. There were fewer than 50 Philippine IP addresses reported to NCMEC through
CyberTipline report sin 2010 and 2011. But between 2012, when there was an initial
spike in reporting, and 2017, there has been greater than 700% growth inthe number of
Philippine IP addresses reported to NCMEC through CyberTipline reports;

2. Prior to 2013, fewer than 3 OSEC @sesper year had been referred to and/or investigated
by PNP WCPC and NBtAHTRAD. But from 2013 to 2017, the number of OSEC cases
reported to these law enforcement agenciesincreased an average of 58%every year.

This increase in reporting could be caused by a few different factors. First, there has been an
increase in recognition of OSEC as a crime, which has led to greater reporting to both NCMEC
and law enforcement in general. Second, the growth in cases referred to PNP WCPC and NBI
AHTRAD has been spported by improved relationships between Philippine law enforcement
and international law enforcement agencies, and increased confidence that Philippine law
enforcement will responsibly investigate referrals. Third, the rise in reporting may be due to an
actual increase in the number of offenders committing the crime. IJM investigative experts in
the Philippines have witnessed and can confirm that the first two factors have impacted
reporting over the past four years. However, whether the rise in reporting is related to an actual
increase in offending is harder to determine.

The mark-recapture analyses presented in this study support the idea that there has been a true
rise in the number of IP addresses used for CSE in the Philippines. In 2014, the annualestimate
of the number of Philippine IP addresses used for CSE was 23,333 (95% CI: 22,3144,352); but
by 2017, that number grew to 81,723 (95% CI: 80,18883,259). This represented 250% growth

in the prevalence of IP addresses used for CSE over a fodyear time period. However, mark -
recapture methodol ogy is inherently affected by
internet -based CSE. When NCMEC reporting is very low, this methodology will tend to
underestimate the size of the population, and as reporting in creases, the methodology will lead
to higher, more accurate estimates. During the study period, there was a 700% growth in
NCMEC CyberTipline reports received containing IP addresses that resolved to the Philippines.
However, global NCMEC reporting grew at an even faster rate. In 2010, NECMEC received
200,000 CyberTipline reports globally, and in 2017 they received 10.2 million CyberTipline
reports 8 a 5,000% growth over the eight-year period. Therefore, it is unclear how much of the
growth in the estimated number of Philippine IP addresses used for CSE is an improvement in
estimate accuracy due to increased reporting versus an increase in the actual occurrence of
Internet -based CSE in the Philippines. Further research is needed to understand how changs in
NCMEC reporting affect the ability of mark -recapture analyses to create stable estimates of
Internet -based CSE prevalence over time.
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The true prevalence of OSEC remains unknown

The study team was not able to gain clarity on the percent of Internet-based CE that is OSEC,

so the study cannot draw any conclusions about the prevalence of OSECThis was caused by

significant variations in the types and quality of data ESPs provide to NCMEC in CyberTipline
reports, which prevent eahalysthifom determihing the ©3E@ 8tatusc r i mi n a
of around 80% of the CyberTipline reports they reviewed.

This lack of a finding was not altogether unexpected. When 1IM originally convened
stakeholders to discuss potential OSEC prevalence study methodologies ir2016, multiple
experts warned the study team that the open-text data within CyberTipline reports are quite
varied in terms of their quality and types of information they contain. Nevertheless, the study
team conducted this data collection effort in an attempt to gleanas much available data as they
could.

The t eamd eredewingopdn-tert CyberTipline report data identified some key
problems in the way ESPs report internet-based CSE taNCMEC. For example, many ESPs have
their own template for reporting CyberTipline reports,ande ach ESPO6s t emplhiat e i s
reduces thequality and completeness of NCMEC CyberTipline data and renders amassive data
set, with high potential for informing the field, le ss useful from a research perspective Another
issue identified through the data collection effort was that the criminal analysts did not identify

a singleincident of livestreaming OSEC in the CyberTidine report s, despite the fact that
Philippine law enf orcement case data show that livestreaming abug is common in OSEC cases
The stakeholders on this study suggest thatthe livestreaming aspect of OSECis not observed in
NCMEC CyberTipline report s becauseESPs do not yet have thealgorithms to automatically scan
video images as they can still images.The criminal analysts did identify a couple of highly
suspicious reports in which chat logs indicated that the users intended to switch to a different
platform to begin a video chat. However, because there is not currently a way for ESPs to
coordinate reporting when users switch platforms, information about what happened in the
video chat was not available for review. These arecritical gaps in the field.

Further research is needed todesign a methodology that can effectively measure the prevalence
of OSECand other types of Internet-based CSE. This research will likely need to be supported by
new technologies and collaborations to improve the way ESPs identify and report Internet-based
CSE. Until such technologies and collaborations are established, any dbrts at measuring the
prevalence of subtypes of Internet-based CSE are likely to be unreliable and fraught with
measurement error.

The typology of OSEC traffickers is unique

This study found that the majority of OSEC cases (87%) involved at least one fenale trafficker,
usually a mother or other female relative. This typology is quite unique in crimes involving

sexual abuse/exploitation of children. Cases of child sexual assault comranly involve

perpetrators who are family members, but they are typically males13**B a s e d o RhilippiheMd s
case data, ases of establishmentbased commercial exploitation of children (CSEC) sometimes
involve female perpetrators (e.g., madams in brothels), but rarely are family members involved

in the abuse. The study team hypohesizes that, like female traffickers in CSEC casesfemale
traffickers in OSEC cases are financially, not sexually, motivated to commit the crime. Literature
also notes that OSEC trdfickers often rationalize their crimes by saying that they are not causing

130 Snyder. (2000). Sexual assault of young children as reported to law enforcement: Victim, incident, and gender characteristics. A
NIBRS Statistical Report. Washington, DC: U.S. Department of Justice, Office of Justice Programs. Retrieved from:
https://www.bjs.gov/content/pub/pdf/saycrle.pdf
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real harm to their child becausethe abuse primarily happens online .131132 However, more
research is needed to understand how and why OSEC traffickers begin committing this crime.

Furthermore, most cases (54%) involve more than one trafficker. Based on the experience of
IIM and their Philippine law enforcement partners, in multi -trafficker cases, traffickers often
have distinct roles. For example, one person may communicate with the customer while the
other oversees or commits the sexual abuse or collectshe money for the abuse.

All this may create unique challenges for survivor aftercare. When family members are directly
involved in the abuse, Social Services often has fewer optins for placing the survivor in care
because family-based care may be unsaf. Furthermore, if the parents are arrested, there may be
additional children beyond the survivor (e.g., brothers and sisters who were not abused) that
also have to be placed in newhomes. Beyond the logistical challenges of child placement,
children who survive OSEC at the hands of their parents, as well as their displaced siblings, may
experience more complicated trauma than children who are abused by people outside their
families. Additional research is needed to understand the impact of OSEC, especiallythe impact
of having the crime committed by a female relative, on survivors.

OSEC customers tend to be older English-speaking men from
developed countries

All customers identified in this study were from developed countries. This is not surprising

given the finding that in most cases (83%)traffickers appeared to be economically motivated.
Although the amounts of money exchanged were sometimes surprisingly low, they were still the
equivalent of days or weeks of a Philippine minimum wage. Most developed countries have a
higher minimum wage than the Philippines, so there are vastly more people who have the means
to afford to purchase OSEC than there are in the Philippines.

Previous studies have found that the age of customers ranges from midtwenties to sixties, with
no significant difference in agesacross online-only and contact offenders.133 However, this study
did not identify any customers under the age of 40, and most customers werein their fifties. The
study team found this somewhat surprising, given th at technology can often be a barrier to entry
into online crimes for older individuals. There are a few potential reasons for this. First, it may

be that OSEC is not a tehnologically complicated crime to commit. It often involves the use of
mainstream tools and platforms that do not require a great deal of sophistication to use. Second,
it may be that younger customers are more techsavvy and better at anonymizing themselves
online, making them harder to catch. Third, it may be that younger men are more likely to
engage in the higherrisk contact abuse, whereas older men may choose to engagin online
abuse under the assumption that they are less likely to get caught. Finally, this could simply be
an anomaly in the study data since only about half of the case referrals included data on the age
of customers. More research is needed to undersand who is purchasing OSEC andwhy .

131 Ramiro, L. S., Martinez, A. B., Tan, J. R. D., Mariano, K., Miranda, G. M. J., & Bautista, G. (2019). Online child sexual
exploitation and abuse: A community diagnosis using the social norms theory. Child Abuse & Neglect, 96. https://doi-
org.proxy.lib.fsu.edu/10.1016/j.chiabu.2019.104080

132 Terre des Hommes (2013). Netherlands, November 2013 Fullscreen on View i An Exploratory Study on the Background and
Psychosocial Consequences of Webcam Child Sex Tourism in the Philippines. Retrieved from www.terredeshommes.nl.

133 Behaviour and Characteristics of Perpetrators of Online-facilitated Child Sexual Abuse and Exploitation
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English is the language used to perpetrate OSEC

All trafficker sidentified in this study 134 communicated online in English. This makes sense since
manyanti-t r af fi cking experts have i dshmspeakingpppulatbrhe Phi | |
asa keyenabling factor in the commission of OSEC 135

However, the anecdotal findings f rtextrdeldswittincr i mi nal
CyberTipline reports indicated that Filipino and Tagalog were the primary languages used in

71% of chat logs reported to NCMEC Although the OSEC status of most of those CyberTipline

reports could not be determined, the study team believes that he Filipino- and Tagalog

language chat logs are unlikely to beincidents of OSEC Rather, they likely represent some other

form of in-country sexual abuse and exploitation The bulk of the evidence from this study, as

well as the experience of IJM OSEC investigatdon experts, suggests that OSEC cases typically

involve international customers communicating with traffickers in English .

While hidden in homes, OSEC occurs on the surface of the internet

Traffickers identified in this study tended to communicate and excha nge CSEM/CSAM with
customers in a relatively non-secure way. They use platforms (e.g., social media, email, dating
websites, etc.) with minimal security features to identify, communicate, and exchange materials
with customers. Thus, the study team concluded that, during the study period, OSEC was
conducted in relatively public online spacesd that is, on the surface of the internet on platforms
created, and typically used for, licit communication.

However, this does not mean that OSEConly occurs in public online spaces. Incidents of OSEC
occurring almost exclusively on the dark web or using high-tech anonymization tools may not
have been captured by this study simply because they are less likely to get caught. Indeed, the
study team believes that this crime is likely happening on the dark web. But right now,

traffickers fe el free to commit the crime on the surface of the internet. There may be a few
causes for this. First, there are more potential customers on the open web, and many wouldbe
traffickers can easily find customers there. Second, traffickers may perceive thatthey have a low
risk of being caught and convicted of OSEC. Third, traffickers may not be technologically
sophisticated enough to know about online privacy/security measures they can take.

134 This figure excludes the 33% of referral-based cases, for which there was no trafficker or for which the language of
communication was not reported in the referral, and the 12% of Philippine investigation-based cases, for which the UCI and
trafficker never communicated directly.

135 varella. (2017). Live streaming of child sexual abuse: Background, legislative frameworks and the experience of the Philippines.
ECPAT International Journal, 12, 47-61.
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SPOTLIGHT Promising Practices in Prosecution

B

The typology of OSEC victims, as highlighted in greater detail in this report, poses significant
challenges in the trial process, both in safeguarding the well-being of survivors as well as in
ensuring successful trial outcomes. IJM's casework experience kas shown that requiring children to
recall and relay experiences of abuse during trial puts them at risk of re-traumatization.
Additionally, the younger age of OSEC victims tends to impact their ability to testify to the facts of
their case, and often more challenging 8 many cases involve a familial relationship with the OSEC
traffickers, making testifying against their abusers all the more difficult for child victims. For this
reason, IJM has constantly advocated for measures that will prevent child victim s from having to
actively participate in criminal trials and has identified several promising practices in this field.

Plea Agreements

A plea bargain, or a plea agreement, is a measure allowed by law ithe Philippines that can result in
a child being protected from relaying traumatizing experiences in open court. Plea bargaining has
been found to be an effective method to resolving trials, as OSEC traffickers plead guilty to a lesser
offense (in the Philippines, this often involves reducing an offense from Qualified Trafficking in
Persons, which carries an automatic life sentence, to Trafficking in Persons, which carries a
sentence of 15 years). Use of plea agreements can reduce the number of times a cdlils required to
testify and reduce re-traumatization through the court process. Months of protracted legal
proceedings can be shortened, providing the child survivor a sense of swifter justice. From the start
of the IJM's OSEC program in 2011through the end of 2019, the total count of convictions has
reached 76, with 6 3 of those (83%) achieved through plea bargaining and 13 of those by full trial
(17%). Plea agreements in OSEC cases have been found to significantly shorten trial lengths,
improve prosecution outcomes while still providing meaningful sentences for perpetrators, and
protect child survivors from additional trauma.

Video In-Depth Interviewing - VIDI

Another promising practice identified in IJM's OSEC casework thus far is the use of video
interviewing. This reduces the number of times a child must provide testimony, can prevent the
need for a child survivor to testify in front of their abuser, and reduce re -traumatization through the
trial process. This protection measure in the Philippines is called Videotaped In-depth Interview , or
VIDI, and the strategy finds basis in Section 29 of the Rule on Examination of a Child Witness

(RECW). The Rule allows the admissibility of a
provi ded t iddonRavelmetdToroughoa VIDI, a child victim makes factual disclosures in
a safe environment. Once secured on video, it

and even testimony, in the following situations: (1) during inquest or prelimina ry investigation
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before the proseaitor, and (2) at trial before a court. Through the VIDI, a child victim may be
spared from repeatedly relaying abusive experiences.

IIM has been working with justice system partners to mainstream this prosecution strategy . In our
collaborative casework to combat OSEC, we have seen increased utilization of VIDIs in Luzon,
Visayas, and Mindanao. IIJM has supported 53 cases with IL1linstances of video-captured child
interviews. Inquest prosecutors used 81% of theserecorded interviews, protecting 90 children from
potential re -traumatization and re -victimization.

Ideally, VIDIs are conducted in specialized child interview centers such as hospital-based Child
Protection Units in the Philippines. However, the nature of OSEC crim es occurring in often remote
locations has shown that this is not always possible. Interviews often must be conducted outside of
interview centers and closer to the victimsd c
VIDI Kit and made kits a vailable to government partners. Kits are composed of:

1 Video Camera

1 Tripod

1 Laptop

i Storage Media (USB drives and SD cards)

Through the Mobile VIDI Kits, court -admissible, child-friendly interviews can be conducted even in
areas where an interview center isnot available. It is our hope that these kits will allow for the
mainstreaming of this child -protective measure.

Specialized Training i POSE

IIM has found that, due to the technical nature of the crime and the very young victims involved, the
successfu prosecution of OSEC offenses can require specialized training for prosecutors and judges
on topics such as court admissikility of digital evidence and the application of child protective

measures in OSEC trial proceedings. To address this need, the Prascuting Online Sexual

Exploitation (POSE) training was developed as a product of partnership between the Philippine

Inter -Agency Council Against Trafficking (IACAT), the U.S. Department of Justice, and IJM. The
faculty includes experts on digital investigative analysis and prosecution from the Philippines and
the United States. POSEGs o0 bj edptosesuton froatlinéroin s u p
their casework through application -based training. As of December 2019 79 prosecutors and 45 law
enforcers have received this training.

The POSE trainings have been successful in improving trial outcomes andgenerating convictions in
OSEC cases. From thdirst POSE training held in March 2018 t hrough the end of 2019, there have
been a total of 31 convictons secured by POSEtrained prosecutors. Apart from increasing
competency in handling digital evidence, there werealso opportunities to advance child -protective
strategiesin the prosecutorial system. One of these strategies is plea bargaining a measue allowed
by law through which the child is protected from having to relay traumatizing experiences in open
court, as discussed aboveMany POSE-trained prosecutors have become champions of
pleabargaining. Not abl y, i n t he P hcFidcd Jagmin Diazswho dtténdeg both Ci t
POSE 1 and 2can be attributed with securing more than half (17) of these 31 OSECconvictions
through plea bargaining. C e b (riécal RosemariePabatao, whoattended POSE 1was able to
secure9 of these OSEC convictions,also through plea bargaining.

IIM has found that application -based training for prosecutors on the more challenging aspects of
OSEC prosecutions, including the use of digital evidence in court, videotaped interviews, plea-
bargaining, and other child pr otective measures allow prosecutors to gain experience in
implementing effective practices, which can result in more effective OSEC prosecutions overall.
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Recommendations and Conclusions




This studyoés findings can be used by podmbatymaker s
OSEC by informing interventions targeting this crime. Better understanding the scope and

nature of the crime helps in improving law enforcement responses and social services for OSEC

survivors. Below are some initial recommendations based on the study data and the experiene

of the study partners.

Many recommendations stemming from this research align with the WePROTECT Model
National Response 13¢ Where applicable, recommendations that align with the Model National
Response capabilities needed for effetive child protection are noted below the recommendation
with a reference to the corresponding capability.

Recommendation #1:

The Philippine  Government should continue scaling up the staffing and budget for
its anti -trafficking law enforcement units , unt il they reach authorized levels ata
minimum

This study cannot definitively connect the rise in reporting of OSEC to law enforcement or the
growth in Philippine -based NCMEC CyberTips to a rise in actual incidences of OSEC.
Nevertheless, the increase in eporting of OSEC crimesto law enforcement suggests the need for
additional resources to support Philippine anti -trafficking units. The government has already
begun to respond to this need. Between 2016 and 2019, the Philippine government increased the
annual operational funding for PNP WCPC by 246% and more than doubled the number of PNP
WCPC staff. This is an excellent start. But given the large scale of the crime and the sustained
sharp rise in reporting, it is recommended that the government continue in creasing PNP WCPC
staffing and budget until they have reach authorized levels and provide similar scaled-up
resourcing to NBI-AHTRAD.

Model National Response Capability 4

Recommendation #2:

International and Philippine law enforcement agencies should ma intain and build
on the improved relationships and communication practices that exist between

them to better hold perpetrators accountable and decrease criminal impunity

globally.

The Philippine culture puts a high value on relationships. Many rules, whic h outsiders might

label as Abureaucracy, 0 are created to define and
relationships can help to break down bureaucratic barriers, accelerate work, and increase

effectiveness. One example of such collaboration ishe 2019 establishment of the Philippine

Internet Crimes Against Children Center (PICACC), a joint initiative of the PNP WCPC, NBI i

AHTRAD, UK NCA, Australian Federal Police, and IJM. Investments of time, resources, and

expertise by the UK and Australia have helped strengthentrust and communication, with

positive impacts on OSEC investigations and systemic enhancements.

Many foreign law enforcement agencies have liaison officers based in Southeast Asia, often with
a broad range of thematic and geographicresponsibilities wit hin their assigned portfolios.
However, due to the volume of OSEC originating from the Philippines and the need for strong
collaboration to effectively address the issue, law enforcement agencies representing demane
side countries should assign liaison officersi specifically focused on child sexual exploitation

136WePROTECT Global Alliance. (2016). Preventing and Tackling Child Sexual Exploitation and Abuse (CSEA): A Model National
Response.
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matters, if possible 1 to live and work in the Philippines. Through relationships of collaboration,
dedicated liaison officers can help ensure that investigative referrals get toappropriate
operational units, additional support is offered and directed where it is most needed, and
opportunities for successful casework outcomes are maximized. Additionally, longer rotations
for these officers will support continuity and depth of rel ationships.

The Philippine government can support relationship -building with foreign law enforcement
agenciesby revising rules, which currently allow only executive leaders to communicate with
foreign officials, to allow operational investigative staff to informal ly collaborate with foreign
law enforcement agencies toadvance OSEC casework

Model National Response Capability 4

Recommendation #3:

International and Philippine law enforcement agencies should ensure OSEC cases
are routed to one of the Phil ippine anti  -trafficking units (PNP WCPC and NBI -
AHTRAD).

The online sexual exploitation of children to create CSEM/CSAM in exchange for compensation
is a trafficking offense under Philippine law . Although multiple crimes are committed in these
offenses (eg., sexual abuse of a child, cybercrimes, etc.), the study team recommends that OSEC
be considered first and foremost as a trafficking-in-persons offense for two reasons. First,
qualified trafficking carries a stronger possible penalty than the other crim inal violations.
Therefore, charging OSEC traffickers with trafficking (vs. another related crime) could create a
stronger deterrent effect. Second, considering OSEC as a trafficking offense acknowledges the
unique challenges and trauma of children who have been trafficked. Because anti-trafficking

units focus on this specific crime type, they can gain more specific knowledge and experience to
help them guard the dignity of trafficked children and effectively resolve their cases. PNP WCPC
and NBI-AHTRAD are the Philippine law enforcement units best trained, resourced, and legally
obligated to investigate trafficking crimes. Thus, all OSEC cases should be routed to these units
to maximize the likelihood that (1) the case will be effectively investigated; (2) the traffickers will
get a strong sentence; and (3) the dignity of the children who have been victimized will be
protected. The most effective route to send OSEC referrals to these antirafficking units is
through the PICACC, where new cases are reviewedly representatives from each partner agency
on a weekly basis, and case assignments often are accompanied by offers of mutual aid to
support casework outcomes.

Model National Response Capability 4

Recommendation #4

Governmentand non -government service  providers should ensure a collaborative,
trauma -informed, appropriate and holistic system of care exists to address the
unique needs of OSEC survivors on an individual, family, and community level.

In the Philippines, the younger age of children, the high percentage of perpetrating family
members, and the complicity of community members in OSEC presents challenges to existing
systems of care for survivors of the crime, particularly in reintegration. These challenges,
coupled with the complex trauma that survivors of OSEC experience, require a trauma

informed, appropriate , and holistic set of care options that address the needs of OSEC survivors
and reduce the likelihood of revictimization. IJM and its government and non -government
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partnersi3”are collaborating to ensure that there is a strong trauma-informed system of care
that: ensures collaborative case management for individuals through the continuum of care
from rescue to reintegration; provides secure and safe alternative care options for survivors who
are removed from their biological families; addresses the immediate and long-term trauma
impacts endured by victims of OSEC; and strengthens family and community-based services so
that a survivor can reintegrate safely back into their families with a reduced risk of
revictimization. Based on lessons learned while providing case management support to
hundreds of OSEC victims in the Philippines, our team recommends that service providers gain
a comprehensive understanding of the characteristics, vulnerabilitie s, risk, and resiliency factors
of children, families, and communities impacted by OSEC in their contexts in order to inform
recommendations for a robust system of care that will address the needs of these survivors.

Model National R esponse Capabilities 8 and 9

Recommendation #5:

Child protective measures and trauma -informed care should be implemented
throughout the prosecution process of OSEC cases to protect victims from re -
traumatization.

The typology of OSEC victims as detailedin this report can cause significant challenges in the
trial process, particularly in safeguarding the well -being of survivors while ensuring successful
trial outcomes. Thus, prosecutors and other justice system officials should ensure that child
protective measures are employel throughout the justice system process as much as possible
These measures include reducing the reliance orvictim testimony in court, use of child sensitive
video interviewing, and consideration of plea agreementsto achieve convictions with reduced
trauma to survivors.

In the Philippines, the policy of the law is to protect the best interests of the child at every stage
of legal proceedings. The use of plea agreements to secure convictions and spare children from
testifying against their parents, relatives, or trusted adults, honors this policy and should be
maximized in accordance with law. Measures under the Rule on Examination of a Child
Witness, including video -taped in-depth interviews, live -link testimony, and video depositions,
should likewise be used to minimize victim re -traumatization at the inquest, preliminary
investigation, and trial stages.

Model National Response Capabilities 5, 8, and 9

Recommendation #6:

Technology platforms should identify and impleme nt means for proactive
detectio n of livestreaming OSEC.

The research team understands that the relative scarcity of apparent live-streaming OSEC
offending visible in CyberTip line reports is a result of two key factors: (1) the widespread use of
PhotoDNA and other hashing technologies to detect and report previously categorized CSAM,
resulting in millions of CSAM-related CyberTipline report s; and (2) the lack of similar
technologies developed and deployed on major tech platforms (during the study period) to
detect newly created CSAM, whether in a saved image @ video file or in a live video

stream. Existing CSAM detection technologies like file hashing and PhotoDNA do not, and
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cannot, detect newly produced CSAM. Therefore, it is likely that the vast majority of instances
of livestreaming remain undetected, unreported, and uninvestigated.

The tech sector, especially major tech platforms, should recognize the threat that undetected
livestreaming exploitation presents to vulnerable children and choose to develop and deploy
new technologiesi includ ing computer vision and machine learning applications of artificial
intelligence 7 to detect newly produced CSEM in all its forms, including in live video streams.
Innovative technological solutions will lead to increased detection and reportin g.

When weighing user privacy against possible detection of child exploitation, tech platforms
should elevate the privacy interests of victimized children over those of platform users, and
prioritize detection of all, but especially newly produced, CSEM.

Model Natio nal Response Capabilities 16, 18, and 19

Recommendation #7:

Entities from across sectors should collaborate to strengthen processes to identify
and report potential OSEC activity.

Indicators of OSEC-related activity include more than the exchange of CSBM material, and

these additional indicators can be found on platforms across sectors ranging from social media

platforms to cloud storage services to money transfer agencies. Taken alone, any one such

indicator would be insufficient to even rai se suspicion much less confirmation, of live -

streaming OSEC offending. However, it is reasonab
offending to be much greater when multiple indicators involving the same user are present and

recognized, even acros platforms or datasets. Tech companies, money transfer agencies, and

NGOs should collaborate to recognize indicators of OSEC offending on their platforms and cross

reference datasets from other entities to improve detection of likely offenders and report

criminal con duct as appropriate. Thistype ofcrosss ect or col Il aboration can boc
systems against Terms of Service violations and criminal misuse and can serve to strengthen

identification and reporting of suspected livestreaming OSEC.

Model National R esponse Capabilities 18 and 19

Recommendation #8:

Reporting of suspected CSEM on ESP platforms should be expanded and
strengthened through mandatory reporting legislation in all States and the
provision of higher quality information in report S.

In alig nment with the 2018 Child Dignity Technology Working Group Alliance

recommendations, all States should enact national legislation requiring ESPs to detect, report
and speedily remove CSEM. Additionally, this research highlights the challenges that law
enforcement and mandated agencies encounter in dealing with a high volume of reports that
contain very little information. Therefore, ESPs should internalize responsibility in ensuring
protection of children on their platforms and report any availa ble associated information as
allowed by law, rather than the minimum amount required by law. By providing more complete
information, ESPs can help remove obstacles to effectively dentifying offenders and

victims. Furthermore, higher quality data will al low ESPs, law enforcement, and others to better
identify and respond to concerning issues and trends.
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Model National Response Capabilities 12, 16, and 17

Recommendation #9:

OSEC-related data owners, academics, technology designers, and OSEC experts

sho uld collaborate to conduct more research, increase our global knowledge about

OSEC, as wel | as build the gl obal stakehol der com
prevalence of the crime a  nd impact of key interventions.

The study team titled our discussionofresul t s as fAWrestling with the Ke
acknowledge that our data had limitations and the study identified as many new/remaining

guestions as it answered. We commenced this study because of the absepwf quality study

methodologies to understand this crime and hope that this baseline will provide lessons learned

and a common pool of data to fuel future studies and improved methodologies. Some ofour

guestions include:

What is the prevalence of OSEC(vs. CSEM sharing)? In the Philippines? Globally?

How and why do OSEC traffickers, especially mothers of victims, turn to this form of

criminality? How is the psychological profile of this type of criminal distinct from or

similar to others?

1 What happens in the lives of OSEC victims before law enfecement gets involved? Do
they disclose or show symptoms of the abuse? How are they conditioned for the abuse by
their trafficker?

1 What is the long-term impact of OSEC on survivors? Does this differ based ontheir
relationship to their trafficker or the ag e at which they are rescuedAVhat are the long-
term-impacts on survivors of the recirculation of image s on the internet?

1  Who are the OSECcustomers and what is the relationship between online and contact
abuse from the offender perspective?

1 On average, howmany OSEC customers does each trafficker interact with? How many
OSEC customers come from countries where law enforcement is not actively addressing
the demand side of OSECHow many/how often do customers travel internationally to
abusea child in -person?

1 How does OSEC fit into the broader context of violence against children? What is the

relationship between OSECand other manifestations of violence against children for

both offenders and victims ?

T
T

This is the nature of OSEC.: itinvolves hidden populati ons, with potential customers, traffickers,
and victims spanning the globe, all with the ability to connect to o ne anotherd hardly ideal for
developing a clean sampling frame that can yield generalizable results. The research team
believes that this study has provided some new evidence to guide efforts to fight OSEC. But we
also hope that this study will serve as a hunching pad for the development of new research
designs that can better answer some of the research questions we asked.

To do that, the anti-OSEC community will need to work together with academics, technologists,
and the owners of various types of OSECrelated data, including law enforcement, reporting
platforms/hotlines, money transfer agencies (MTAS), social media sites, and more. For example,
law enforcement agencies could share with MTAs data from their cases on how much customers
pay for OSEC. Working together, they may be able to define a moneytransfer profile of OSEC
customers and traffickers that could both help law enforcement officers identify offenders faster
and help researchers better understand the offending patterns of perpetrators. IJM and its study
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partners invite others to critique and build on any of the methods presented in this report or to
innovate from scratch to help the field better understand this crime.

However, this research hasalso highlighted the need for future attempts to measure the
prevalence of OSEC to be supported by new technologies and collaborations that improve the
way ESPs identify and report internet-based CSE. Until such technologies and collaborations are
established, any efforts to measure the prevalence of O&C (or other sub-types of internet-based
CSE) are likely to be unreliable and fraught with measurement error. Thus, we recommend that
the field focus its resources and efforts not on repeated attempts to measure OSEC prevalence,
but on creating those new technologies and collaborationsand on conducting qualitative studies
to better understand the nature of these crimes, which can guide stakeholders in their efforts to
fight OSEC.

Model National Response Capability 2

Recommendation #10:

All stakeholders should contribute toward an increase in international and cross -
sector collaboration to protect children from online exploitation.

This study highlights both the global nature of OSEC crimes and the corresponding global
spread of stakeholders the crime touches from social media platforms, money transfer agencies,
law enforcement, NGOs engaged in responding, etc. This diversity, both geographic#ly and
across sectors, presents challenges in understanding the crime, identifying indicators and
instances of it, and developing comprehensive responses to target it. A global crime necessitates
a global, coordinated response

Thus, impacted or engagedstakeholders should increase their collaboration with others on this

issue, sharing learnings , data, and best practices to i mprove

protect children online. Where applicable, stakeholders should (1) work with global bodies in
this area such as the WePROTECT Global Alliance, The Virtual Global Taskforce, the Global
Partnership to End Violence Against Children, (2) participate in and convene other local and
global forums to share learnings and coordinate efforts across sectos, and (3) identify , resource,
and implement innovative projects in cross sector collaboratio n.

Conclusions

Internet -based CSE in general, and OSEGC specifically, appear to berapidly growing crimesin
the Philippines. The monthly number of IP addresses used for CSEincreased nearly 10-fold
between 2014 and 2017 OSECvictims tend ed to be very young children of both sexes, and
OSEC traffickers tended to be female relatives of the victims. The crimes occur on the surface of
the internet, on commonly used platforms meant for licit communication.

Though a perfect measure of the prevalence of
the findings will still be of value to guide programming and policy decisions to improve law
enforcement responses to OSE crimes and social services for OSEC victims. Nonetheless,
additional research and improved estimates of the prevalence of OSEC are needed to better

inform OSEC interventions in the future.
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